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Chapter 1: Foundations of Digital Business
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Fig. 1.1 Kondratieff cycle

Source: Nefiodow and Nefiodow (2014); Wirtz (2021); Wirtz (2024)
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Fig. 1.2 Structure of the textbook

Source: Wirtz (2021): Wirtz (2024)
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Fig. 1.3 Development of information and communication applications 

(250 B.C. until 1956)

Source: Wirtz (2013b, 2020b, and updates 2021), 

Wirtz (2024)
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Fig. 1.4 Development of information and communication applications 

(1966 until 1994)

Source: Wirtz (2013b, 2020b, and updates 2021), 

Wirtz (2024)
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Fig. 1.5 Development of information and communication applications 

(1995 until 2019)

Source: Wirtz (2013b, 2020b, and updates 2021); 

Wirtz (2024)
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Fig. 1.6 Five phases of digital transformation 

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Fig. 1.7 Dimensions of the information society

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Fig. 1.8 Development of the number of Internet hosts since 1993

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Fig. 1.9 Worldwide Internet usage and population statistics

Data Source: Internet World Stats (2022); Wirtz (2021); Wirtz 

(2024)
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Fig. 1.10 Use of the Internet in everyday life from a consumer perspective 

Data Source: Beisch and Schäfer (2020); Wirtz (2024)
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Fig. 1.11 Business Internet data traffic volume in the United States from 2016 to 

2023  

Data Source: Telecom Advisory Services (2018); Wirtz (2024)
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Table 1.1 Selected definitions of e-/digital business

Source: Wirtz (2000a, 2021); Wirtz (2024)

Author(s) Definition 

IBM (1997) 

A secure, flexible and integrated approach to delivering 

differentiated business value by combining the systems and 

processes that run core business operations with the simplicity 

and reach made possible by Internet technology. 

PricewaterhouseCoopers 

(1999) 

Hereafter, e-business will be defined as the application of 

information technologies to facilitate buying and selling of 

products, services and information over public standard-based 

networks. 

Wirtz (2000b)  

E-business [...] is defined as the initiation, negotiation and/or 

transaction of a business between economic subjects which is 

electronically realized through telecommunication networks. 

Rayport and Jaworski 

(2001) 

E-business can be formally defined as technology-mediated 

exchanges between parties (individuals, organizations, or both) 

as well as the electronical based intra- or inter-organizational 

activities that facilitates such exchange. 

Jelassi and Enders 2005) 
The use of electronic means to conduct an organization’s 

business internally and/or externally. 

Chen (2005) 

Business that is conducted using electronic networks or 

electronic media. Sometimes used synonymously with e-

commerce and sometimes used more widely to include other 

business activities in addition to buying and selling. 

Papazoglou and Ribbers 

(2006) 

E-business can be defined as the conduct of automated business 

transactions by means of electronic communications networks 

(e.g. via the Internet and/or possibly private networks) end-to-

end. 

Chaffey (2009) 

All electronically mediated information exchanges, both within 

an organization and with external stakeholders supporting the 

range of business processes. 

Laudon and Traver (2014) 
[...] is the use of Internet, the World Wide Web (Web) and mobile 

apps to transact business. 

Schneider (2017) 

The term electronic commerce or (e-commerce) [...] includes all 

business activities that use Internet technologies. Internet 

technologies include the Internet, the World Wide Web and 

other technologies such as wireless transmissions on mobile 

telephone networks. 
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Definition of Digital Business

Source: Wirtz (2000a, 2021, 2024)

Definition of Digital Business (Wirtz 2000a, 2021, 2024)

Digital business is the initiation as well as the partial or full support, transaction,

and maintenance of service exchange processes between economic partners

through information technology (electronic networks). The aim is to perform

economic processes more efficiently and effectively.
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Fig 1.12 Matrix of interaction patterns in digital business

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Fig 1.13 Stages of digital business development

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Fig 1.14  Digital market model of Internet economy

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Fig 1.15 Actors and activities of digital business

Source: Wirtz (2000a, 2021); Wirtz (2024)
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Definition of E-Commerce

Source: Wirtz (2000a, 2021); Wirtz (2024)

Definition of E-Commerce (Wirtz 2000a, 2021, 2024)

E-commerce involves the digital support of activities that are directly related to the

purchase and sale of products or services through electronic networks.
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Definition of Digital Collaboration

Source: Wirtz (2000a, 2021); Wirtz (2024)

Definition of Digital Collaboration (Wirtz 2000a, 2021, 2024)

Digital collaboration refers to digital, network-based, interactive, and intra- or

interorganizational cooperation.
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Definition of Digital Communication

Source: Wirtz (2000a, 2021); Wirtz (2024)

Definition of Digital Communication (Wirtz 2000a, 2021, 2024)

Digital communication refers to the paid and non-paid provision and use of

network-based and digital communication platforms.
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Definition of Digital Education

Source: Wirtz (2000a,2021); Wirtz (2024)

Definition of Digital Education (Wirtz 2000a, 2021, 2024)

Digital education refers to the transfer of education and training services to third

parties by means of electronic networks.
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Definition of Digital Information/Entertainment

Source: Wirtz (2000a, 2021); Wirtz (2024)

Definition of Digital Information/Entertainment (Wirtz 2000a, 2021, 2024)

Digital information/entertainment refers to the provision of informational and/or

entertaining content and concepts for third parties by means of electronic

networks.
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Table 1.2 Demographic classification of Internet users in the USA

Data Source: Pew Research Center (2021); Wirtz (2024)
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Table 1.3 Most popular online activities of adult Internet users in the Us in Nov. 

2021

Data Source: NTIA (2022); Wirtz (2024)
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Fig. 1.16 Overview of the user structure in the digital society

Source: Initiative D21 (2023); Wirtz (2024)
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Fig. 1.17 Success factors of digital business

Source: Wirtz (2010, 2021); Wirtz (2024)
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Chapter 1 Questions and topics for discussion 

Source: Wirtz (2024) 
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Chapter 2: Mobile Business
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Fig. 2.1 Development of mobile phone subscriptions worldwide

Data Source: ITU (2023b); Wirtz (2024)
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Table 2.1 Volume of the US mobile commerce market

Data Source: Insider Intelligence (2022), Meola (2022); Wirtz (2024)
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Fig. 2.2 Development of mobile and fixed broadband subscriptions

Data Source: ITU (2022); Wirtz (2024)
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Fig. 2.3 Corporate positions in the mobile internet market

Source: based on Wirtz (2010, 2021); Wirtz (2024)
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• Recourses and competencies by 

means of developing operation 

systems

• Pioneer of AI integration with 

OpenAI

Microsoft

• Enlargement of proprietary 

platforms by new applications and 

user groups

• Premium price image/cost-benefit 

ratio

• Missing compatibility with

Android

• Integrated product and service line 

with excellent interface design

• High degree of control due to 

proprietary system

• Successful content platform iTunes

Apple

ObjectivesWeaknessesStrengths
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Fig. 2.4 Integrated mobile business strategy of Apple 

Source: Wirtz (2010, 2021, 2024) based on own analysis and estimations

Expanded function

Expanded content

iPhone/iPad

• Integrated mobile phone/tablet 

as communication and 

multimedia tool

App Store Platform

• Digital marketplace for 

compatible programs

iTunes-Platform

• Digital marketplace for 

audio and video content

• High user number

• Attractive market structure

• Transaction support

Independent Programmer

Content Provider

End Customer
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Table 2.2 Selected definitions of mobile business and mobile commerce

Source: Wirtz (2010, 2021); Wirtz (2024)

Author(s) Definition 

Durlacher Research (1999) 

“The working definition of Mobile Commerce [...] is any 

transaction with a monetary value that is conducted via a 

mobile telecommunications network.” 

Andersen Consulting 

(2000) 

“Mobile Commerce is Electronic Commerce based on mobile 

telephony, short-range wireless lines, voice recognition and 

interactive digital TV.” 

Wirtz and Mathieu (2001) 
M-Commerce refers to electronically added handling of 

business transactions based on the usage of mobile devices.* 

Jelassi and Enders (2008) 

“Mobile e-commerce, or m-commerce, is a subset of electronic 

commerce. While it refers to online activities similar to those 

mentioned in the electronic commerce category, the 

underlying technology is different since mobile commerce is 

limited to mobile telecommunication networks, which are 

accessed through wireless hand-held devices such as mobile 

phones, hand-held computers and personal digital assistants 

(PDAs).” 

Sari and Bayram (2015) 

“[…] defined the mobile commerce as any transactions using a 

wireless device that result in the transfer of monetary value in 

exchange for information, goods or services.” 

*Translated 
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Definition of M-Business

Source: Wirtz (2021); Wirtz (2024)

Definition of M-Business (Wirtz 2001, 2010, 2021, 2024)

M-business refers to the initiation as well as the partial and full support,

transaction, and retention of service exchange processes between economic

partners by means of electronic networks and mobile devices.
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Fig. 2.5 Mobile transmission standards and devices

Source: Wirtz (2010, 2021); Wirtz (2024)

Smart Watches/Glasses

• Apple Watch Series 7

• Ray-Ban Stories 

Wayfarer

• …

Devices Mobile Business/Mobile Internet 

Netbooks

• Apple MacBook Pro

• Asus VivoBook

• Lenovo Ideapad

• …

E-Reader/Tablets

• Amazon Kindle 

• Apple iPad Pro/Air

• Samsung Galaxy 

Tab S8 Ultra Wi-Fi

• …

Simple Internet Mobile 

Phones

• Sony Ericsson W995

• Nokia 230 Dual SIM

• LG GD900 Crystal

• …

Smartphones

• Apple iPhone 14/14 

Pro

• Samsung Galaxy S 23 

Ultra

• Google Pixel 7/7 Pro

• …

Transmission Standard Mobile Internet

HDSPA

• Downlink expansion 

of UMTS

• Max. transmission 

rate 7.2 Mbit/s

• Enables data-

intensive services 

such as streaming

UMTS

• Mobile network 3rd 

generation

• Max. transmission 

rate 384 kbit/s

HSUPA

• Uplink expansion of 

UMTS

• Max. transmission 

rate 5.8 Mbit/s

• Enables interactive 

services such as 

GoogleDocs

LTE

• Mobile network 4th

generation

• Max. transmission 

rate 300 Mbit/s 

download    and 75 

Mbit/s upload

5G

• Mobile network and 

5th generation

• Max. transmission 

rate 10.000 Mbit/s 

• Enables shorter

response times
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Table 2.3 Overview of mobile applications I

Source: Wirtz (2010, 2021); Wirtz (2024)

• Competitions via mobile 

channels

• SMS codes

• Bluetooth marketing

• ...

• Mobile coupons

• Mobile display advertising

• In-app advertising

• Location-based advertising

• Mobile telephone marketing

• ...

Mobile Search

• Mobile use of search engines

• Pull mechanism: Information 

request

• Location-based applications 

and services for mobile 

search

Mobile Information Mobile Communication Mobile Advertising

• Benefit-demand side: Access 

to information

• Advantage-supply side: 

Direct marketing through 

targeted information 

provision adapted to search 

behavior

• Mobile news

• Mobile knowledge 

management

• Location-based applications 

and services for mobile 

information

• Benefit-demand side:  Direct 

mobile information and 

knowledge relation

• Advantage-supply side: 

Transmission of personalized 

product and service 

information

• One-way or two-way 

communication between 

customer and supplier via a 

mobile channel

• Enables personalized address

• Location-based applications 

and services for mobile 

communication

• Benefit-demand side:  Direct 

communication channel

• Advantage-supply side: 

Possibility of direct response 

and interaction

• Mobile push advertising

• Mobile pull advertising

• Permission-based marketing

• Location-based applications 

and services  for mobile 

advertising 

• Benefit-demand side: 

Availability of advertising 

anywhere anytime 

• Advantage-supply side: Wide 

range of mobile direct 

marketing instruments; 

possibility of multi-channel 

integration 

• Mobile search engine: e.g. 

Bing Mobile, Google Mobile, 

Baidoo Mobile

• Mobile Search Engine 

Marketing: e.g. Google 

Adwords

• ...

• Contextual advertising

• Content-targeted inclusion

• Portal subscriptions

• ...
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Table 2.3 Overview of mobile applications II

Source: Wirtz (2010, 2021); Wirtz (2024)

• Sponsoring and pre-/post rolls 

of mobile entertainment

• Mobile games for enhancing 

brand awareness and for 

product promotion

• Viral direct marketing

• ...

Mobile Commerce

• Mobile shopping: Mobile 

initiation and handling of 

shopping transactions

• Mobile access to auctions

• Location-based applications 

and services for mobile 

commerce

Mobile Payment Mobile Entertainment

• Benefit-demand side: 

Location-independent 

online shopping

• Advantage-supply side: 

Additional distribution 

channel

• Payment of products or 

services via mobile devices

• Quick payment at point of sale 

or remote

• Location-based applications 

and services for mobile 

payment

• Benefit-demand side: Quick, 

easy, and secure payment

• Advantage-supply side: 

Efficiency of payment 

processing

• Multimedia entertainment 

offers such as music, videos or 

games for mobile devices

• Facilitates ubiquitous usage of 

entertainment

• Location-based applications 

and services for mobile 

entertainment

• Benefit-demand side: Usage of 

entertainment services 

anywhere and anytime

• Advantage-supply side: New 

distribution channel for 

entertainment and/or linking 

entertainment with mobile 

advertising

• Mobile shopping-platforms, 

e.g. Amazon Mobile, 

Expedia Mobile, Newegg 

Mobile

• Mobile auction platforms, 

e.g. eBay Mobile

• Shopping apps

• ...

• Mobile payment via near field 

communication (NFC)

• Purchasing products and 

services mobile and doing 

direct payment with the same 

device, e.g. via PayPal

• ...
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• Operation systems for 

mobile devices, e.g. 

Google Android, Windows 

Mobile

• Mobile browser: e.g.  

Opera Mini, Chrome

• Complex instruments in 

telemetric & navigation

• ...

Support-

functions

• Mobile software

• Mobile browsing

• Mobile navigation

• Mobile telemetry

• Realization of respective 

fields of application and 

functions

• Basis for complex mobile 

services

Fields of Application
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Fig. 2.6 Weekly US smartphone use by age 

Data Source: Vorhaus Advisors (2022), Wirtz (2024)
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Fig. 2.7 Share of time spent according to mobile app category

Data Source: Data.ai (2023), Wirtz (2024)

Usage in 

percentage
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Fig. 2.8 Success factors of mobile business

Source: Wirtz (2010, 2021), Wirtz (2024)

• Mobile social networking between users 

(e.g., Swarm)

• Location-based offers and preferences (e.g., 

Foursquare) 

• Selection, personalization and 

individualization of services and products 

(e.g., apps) towards mobile preferences

Customization and Mobile Networking
Software Platform, Integration Degree and 

AI Capability

• Universal time- and location-independent 

availability of data

• Redesign of processes and information 

chains (e.g., multi-channel services)

• Resource and time savings through the use 

of central mobile device with cloud option

• Stability of connection

• Performance of connection (e.g., bit rate, 

5G availability)

• Area of coverage and range

Absence of Media Disruption                     

and Seamless Connection
Bandwidth and Network Performance

• Width and depth/customization of app 

offer/ attractiveness of app service and 

mobile AI service integration

• Interconnected system solutions (e.g., 

Apple iCloud)

• Digital marketplace for software-based 

extensions
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Chapter 2 Questions and topics for discussion 

Source: Wirtz (2024) 
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Chapter 3: Social Media Business
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Fig. 3.1 Development of social media advertising revenue in the United States

Data Source: IAB/PwC (2020, 2022), Wirtz (2024)
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Table 3.1 Selection of the world’s most-used social media platforms 

Data Source: We are Social (2022), Wirtz (2024)
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Fig. 3.2 Web 2.0 vs. social media

Source: Wirtz (2016, 2021), Wirtz (2024)
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• Users can continuously contribute and 

modify web content

• Diverse basic functions allow the use of 

the Web 2.0 (see examples) 

• Ideological and technological basis for 

social media

• Adobe Flash 

• RSS (Really Simple Syndication)

• AJAX (Asynchronous Java Script)

• Group of Internet applications based 

on Web 2.0

• Allows creating and exchanging user-

generated content

• Social networking

(e.g., Facebook)

• Video sharing platforms

(e.g., YouTube)

• Wikis (e.g., Wikipedia)
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Definition Social Media

Source: Wirtz (2021), Wirtz (2024)

Definition of Social Media (Wirtz and Ullrich 2008; Wirtz 2021, 2024)

Social media are applications, services, and platforms on the Internet with high,

mostly interactive and personalizable creative potential. They are characterized by

the active generation and creation of diverse content through the cooperative

participation of users. User-generated content in conjunction with platform

services forms social networks that enable users to network in a communicative

and content-related way.
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Definition Social Media Business

Source: Wirtz (2021), Wirtz (2024)

Definition of Social Media Business (Wirtz 2013, 2021, 2024)

The term social media business describes the initiation as well as the support,

management and maintenance of transactions between economic partners via

social media tools.
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Fig. 3.3 Social Media Four-Factor Model

Source: Wirtz (2021, 2021), Wirtz (2024)
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Table 3.2 Overview of social media applications I

Source: Wirtz (2011b, 2020b, 2021), Wirtz (2024)

Application Business Model Service Offer User Value

Social Networking 

e.g.: 

facebook.com

- Compilation and provision of 

user generated content on a 

single platform

- Revenues through ad sales/data 

mining

- Self-presentation of the 

user 

- Networking among users 

- Connection between 

users and content

- Mediation of social contacts 

through digital interaction 

- High suitability for use in the 

mobile context (mobile 

networking)

Bogs & RSS

Feeds

e.g. blogger.com

- Systematization and compilation 

of online diaries 

- Revenues through ad 

sales/usage or subscription 

fees/data mining

- Provision of an authoring 

tool for the creation of 

blogs 

- Hosting of blogs 

- Categorization of blogs

- Unfiltered personal 

publishing for “everyone“

- Visual presentation of 

content

Microblogs,

e.g. twitter.com

- Compilation and provision of 

user generated content on a 

single platform

- Revenues through ad sales/data 

mining

- Special type of blogging 

to quickly publish short 

messages 

- Fast and convenient 

opportunity to publish

- High suitability for use in the 

mobile context

File Exchange &

Sharing, 

e.g. youtube.com

- Archiving and systematization of 

user-generated content (e.g., 

videos)

- Revenues through ad sales/data 

mining

- Provision of online 

storage

- Systematization of 

content, e.g., through 

categorization and 

ratings

- Broadcasting for "everyone“

- Access to a large number of 

users / audiences



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 55

Table 3.2 Overview of social media applications II

Source: Wirtz (2011b, 2020b, 2021), Wirtz (2024)

Application Business Model Service Offer User Value

Rating Portals

e.g., yelp.com

- Aggregation and systematization 

of product- and service-related 

information 

- Revenues from agency 

commissions and through ad 

sales/data mining

- Aggregation of product 

and service information

- User-generated reviews 

of products and services

- Price comparisons with 

links to online stores

- Independent product/service 

reviews from users 

- Simplifying and supporting 

decision-making and the 

buying process

Instant Messengers

e.g., 

whatsapp.com

- Exchange of text, audio, and 

video messages and content

- Revenues through subscription 

fees, cooperation with 

companies, and data mining 

- Instant exchange of push 

messages 

- Support of data, audio 

and video streams

- Fast and convenient 

exchange of messages 

- High suitability for use in the 

mobile context

Podcasts

e.g., podcasts.com

- Provision of audio or video 

content 

- Revenues through pay-per-use, 

subscription, and ad sales

- Topic-specific audio and 

video content 

- Possibility of subscription

- Location and time-

independent use of content

Wikis

e.g., 

wikipedia.com

- Collection, systematization, and 

further development of 

information 

- Revenues from donations

- Tools for creating and 

editing content by users 

- Provision of a platform 

for searching and 

presenting information/ 

knowledge

- Aggregation of subject-

specific information 

- Freedom concerning 

content/authors 

- Users as a collective editorial
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Table 3.2 Overview of social media applications III

Source: Wirtz (2021, 2022), Wirtz (2024)

Application Business Model Service Offer User Value

Tagging/Social

Bookmarking

e.g., pinboard.in

- Classification and systematization 

of Internet offers 

- Revenues, e.g., from the sale of 

click streams for data mining 

purposes

- Central archiving and 

ubiquitous availability of 

bookmarks

- Tagging of bookmarks 

- Access to link collections 

of other users

- Individual editorial workup of 

the Internet

Online Forums

e.g., reddit.com

- Compilation, classification, and 

provision of user-generated 

content on a single platform 

- Revenues through ad sales/data 

mining

- Exchange and archiving 

of thoughts, opinions, 

and experiences

- Increase in knowledge 

- Problem-solving through 

community 

- Structured documentation of 

topics and opinions 

Mashups

e.g.,

parkingcarma.com

- Combination of multiple online 

software products/API services 

- Revenues through ad sales 

and/or membership fees

- Creation of new media 

content by recombining 

already existing content

- Exploitation of synergies 

between different social 

media applications 

- Time savings
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Fig. 3.4 Multiplier effect of social media

Source: Wirtz (2012, 2021), Wirtz (2024)
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Fig. 3.5 Development of the integrated product and service offering of Facebook

Source: Wirtz (2019, 2021), Wirtz (2024)
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Fig. 3.6 Key strategic aspects of the metaverse 

Source: Wirtz (2024)

Establishment of a Profit-

Based Digital Metaverse 

World

Profit-Based Transfer of Real 

Existence Into Virtual 

Metaverse Existence

Proprietary Metaverse 

Platforms World

Key Strategic Aspects of the Metaverse

• The metaverse as a profit-

maximizing business model

• Activities, attitudes, and 

behavior of metaverse 

identities/members are 

determined by profit margins

• Proprietary business model 

structures with walled garden 

approach are strictly focused 

on optimizing revenue 

streams

• …

• Restriction or partial loss of 

the personal, real fact of 

existence

• Transfer of essential identity-

giving personality functions 

into the artificial metaverse 

world

• Appropriation/transfer of 

personal data by the 

metaverse platform

• Designing or directing 

artificial metaverse identities 

through the platform.

• …

• Closed walled garden 

approach to the platform

• Complete control by the 

provider (Meta/Facebook)

• Maximize user dwell time, 

activities, and consumer 

behavior in the Meta/ 

Facebook metaverse

• Crowding out of all 

competitor models

• Displacement strategy of 

other providers/platforms

• Restrictions for third-party 

providers in the metaverse

• …
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Fig. 3.7 Functional core components of the metaverse  

Source: Wirtz (2024)

Digital Avatars

Application Cases
Human Interface 

Technologies

Digital Identities

Core Components 

of the Metaverse

• Working in the metaverse

• Learning in the metaverse

• Sports/fitness in the metaverse

• Gaming in the metaverse

• Retail in the metaverse

• Product training

• Product presentations

• Creator economy

• …

• Virtual reality

• Headsets

• Immersion

• Augmented reality

• Mixed reality

• Smart glasses

• Artificial intelligence

• Computing and graphics power

• ...

• Proof of identity in the 

metaverse

• Data protection in the 

metaverse

• Data integrity in the metaverse

• Data security in the metaverse

• …

• Artificial persons / graphic 

characters

• Visual similarity of digital 

avatars to real persons

• AI-powered avatars

• Interactions between human 

and AI-supported avatars

• …
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Fig. 3.8 The hazards/risks of the metaverse  

Source: Wirtz (2024)

Gefahren

des Metaverse

Realitätsverlust durch das Metaverse

• Substituierung der realen Welt durch die Metaverse Scheinwelt

• Metaverse als artifizieller Lebensraum besitzt keine reale 

Daseinsfunktion

• Verlust von sozialen Kontakten außerhalb des Metaverse und sozialer 

Persönlichkeitseinordnung

• Vermischung der Grenzen zwischen Realität und digitaler Fiktion

• Exklusion von nicht im Metaverse involvierte Personen (Closed Shop)

• …

Digitale Abhängigkeit sowie

Online-Abhängigkeit durch das Metaverse

• Suchtpotenziale durch die Kreierung virtueller Wunschidentitäten/-

Charaktere

• Spieltypische Elemente im Metaverse können eine dauerhafte 

Abhängigkeit auslösen (Gamification)

• Computerspiel-Sucht kann durch das Metaverse erheblich verstärkt 

werden

• Gruppendynamik/Gruppendruck bzw. soziale Erwünschtheit im 

Metaverse führt zu einseitigen Abhängigkeiten

•…

Proprietäres, profitorientiertes Geschäftsmodell durch das 

Metaverse

• Zentrale Kontrolle des Metaverse durch ein Unternehmen (z.B. 

Meinungs- und Gestaltungsmonopol)

• Meta/Facebook entscheidet über die Regeln, Normen und Werte der 

Metaverse Welt

• Kein demokratisch legitimiertes System

• Kommerzialisierung des Metaverse entsprechend der 

Gewinnpotenziale von Meta/Facebook

• Unkontrollierter Datenabfluss zu Meta/Facebook und den 

werbetreibenden Unternehmen

•…

Hazards/Risks 

of 

the Metaverse

Loss of Reality Through the Metaverse

• Substitution of the real world with the 

metaverse illusory world 

• Metaverse as artificial living space has no 

real function of existence

• Loss of social contacts outside the 

metaverse and social personality 

classification 

• Blurring of boundaries between reality 

and digital fiction

• Exclusion of people not involved in the 

metaverse (closed store)

• …

Digital Dependencies and Online 

Addiction Through the Metaverse

• Addiction potential through the creation 

of virtual desirable identities / characters

• Game-typical elements in the metaverse 

can trigger a lasting addiction 

(gamification)

• Computer game addiction can be 

considerably intensified by the metaverse

• Group dynamics / group pressure or 

social desirability in the metaverse leads 

to one-sided dependencies

• …

Proprietary, Profit-Oriented Business 

Model by the Metaverse

• Central control of the metaverse by a 

company (e.g., monopoly of opinion and 

design)

• Meta/Facebook decides the rules, norms, 

and values of the metaverse

• No democratically legitimized system

• Commercialization of the metaverse in 

line with the profit potential of Meta/ 

Facebook

• Uncontrolled data outflow to Meta/ 

Facebook and the advertising companies

• …

Competing Model for Society

Through the Metaverse

• Metaverse as an anti-democratic, 

regulation-free space (e.g., fake news, 

hate speech, etc.)

• Orwellian world of power and control 

(according to 1984 paradigm)

• Manipulation and control of behaviors in 

the metaverse and in the real world 

• AI-powered algorithms determine human 

behavior

• Highly regulation-risky and non-

transparent system

• …
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Table 3.3 Social media users and their activities

Source: Wirtz (2013, 2021), Wirtz (2024)

User groups with 

different involvement 
Social media activities 

Inactive users 
• No interest in a social media presence 

• No sign of any activity on social media applications 

Spectators 

• Reading blogs 

• Use of product review portals 

• Using sites such as YouTube to watch videos from other users 

Newcomers 
• Creation of a user profile 

• Visit the pages of social networks 

Collectors 
• Active participation 

• Contribution creation 

Critics 

• Active participation in product rating portals 

• Modification of articles on wikis 

• Commenting on blog posts 

Creatives 

• Release own publications on blogs and other sites 

• Customize design of own websites 

• Upload of own videos, music, or other media contents 

• Publication of own articles 
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Fig. 3.9 Development of global monthly active users of social media applications 

Data Source: Ruby (2023b, 2023a), 

eMarketer (2023), Meta (2023), 

Turner (2023a, 2023b), Wirtz (2024)
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Table 3.4 The expected top platforms in the next 12 months 

Data Source: sprout Social (2022), Wirtz (2021), Wirtz (2024)
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Table 3.5 US Facebook user profile

Data Source: DataReportal (2023), Wirtz (2024)
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Fig. 3.10 Online New Access

Data Source: Reuters Institute (2023), Wirtz (2024)
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Fig. 3.11 New platforms preferences 

Data Source: Pew Research Center (2022), Wirtz (2024)
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Fig. 3.12 Most often used news sources by age in the United States

Data Source: Morning Consult (2022),  Wirtz (2024)
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Fig. 3.13 Share of people concerned about what is real and what is fake news

Data Source: Reuters Institute (2023),  Wirtz (2024)
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Fig. 3.14 Integrated model of digital disinformation

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 3.6 Governance of digital disinformation

Source: Wirtz (2021), Wirtz (2024)

• Ban of trolling industry and 

dissemination bots

• Ban of purchased social media 

interaction

• Social media alertsEducation:

• Source criticism

• Media literacy

• Media effects

Dissemination 

Mechanisms

• Fact-checking requirements

• Requirement of verified 

standards and guidelines

• Internal standards and 

guidelines

• Digital Disinformation Officer 

(DDO)

• Rethinking business models

• Revised technological 

infrastructure

Self-regulation:

• Standards and Guidelines

• Voluntary self-regulation 

authorities
Distribution 

Channels

• Gatekeeping

• Certifications

• Indexing

• Human-curated algorithmic 

fact-checking

• (Crowd-based) reporting tools

• Inverse image search

• Independent fact-checking 

organizations and websites
Disinformation 

Types

• State sanctions• (Crowd-based) source ratings• Monitoring DisinformationDisinformation 

Actors and 

Motives

Public & Legal MeasuresOrganizational & 

Technological Measures

Social Measures

• Data protection and data 

security laws
• Clearing

• Fact-checking app

• Reactive public relation 

strategies

Communication:

• Agenda-setting

• Corrections

• Framing

Disinformation 

Targets



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 72

Table 3.7 Business potential of social media tools (company perspective)

Source: Wirtz and Elsäßer (2012a), Wirtz 

(2020, 2021), Wirtz (2024)
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Chapter 3 Questions and topics for discussion 

Source: Wirtz (2024)
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Chapter 4: Digital Government
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Table 4.1 Selected definitions of Digital Government/E-Government I

Source: Wirtz and Daiser (2015, 2017b), Wirtz (2021, 

2022b), Wirtz (2024)

Authors Definition

Silcock (2001, p.88)
“Simply stated, e-Government is the use of technology to enhance the access to and

delivery of government services to benefit citizens, business partners and employees.”

UNDPEPA and ASPA

(2002, p.1)

“[…] E-government is defined as: utilizing the internet and the worldwide-web for

delivering government information and services to citizens.”

Carter and Bélanger

(2005, p.5)

”E-government refers to “[…] the use of information technology to enable and improve the

efficiency with which government services are provided to citizens, employees, business

and agencies.”

Heeks (2006, p. 1)

“[…] E-government in a broad sense: all use of information technology in the public sector.

It covers a broad range of managerial issues: from high-level strategy to detailed tactics;

from the technicalities of data flows and process mapping to the politics of e-government.”

Evans and Yen

(2006, p. 209)

“Simply speaking, E-Government means the communication between the government and

its citizens via computers and a Web-enabled presence. The advantages in timeliness,

responsiveness, and cost containment are outstanding.”

Spirakis et al.

(2010, p. 75)

“Electronic government is the use of Information and Communication Technology in the

transformation of government; primarily aiming to the improvement of accessibility,

effectiveness and responsibility. It is based on the diffusion of the information and the

information policy development. Electronic government guides to increasing citizens'

participation and active citizens' development affecting the mechanisms of democracy.”
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Table 4.1 Selected definitions of Digital Government/E-Government II 

Source: Wirtz and Daiser (2015, 2017b), Wirtz (2021, 

2022), Wirtz (2024)

Authors Definition

Veit and 

Huntgeburth

(2014, p. 1)

“Digital government is defined as the use of Information and Communication Technologies

(ICT), in particular the internet, to transform the relationship between government and

society in a positive manner.”

Yavwa and 

Twinomurinzi

(2019, p. 4)

“Digital government is defined as a socio-technical phenomenon or mechanism by which

governments provide efficient services using ICT in a seamless and interfaced manner.”

Twizeyimana and

Andersson (2019 p. 167)

“e-Government is commonly conceptualized as governments' use of Information and

Communication Technologies (ICTs) combined with organizational change to improve the

structures and operations of government.”
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Definition of Digital Government

Source: Wirtz and Piehler (2010), Wirtz (2021), Wirtz (2024)

Definition of Digital Government (Wirtz and Piehler 2010; Wirtz 2020.2021,

2022b,2023)

The term digital government describes the electronic handling of administration

and democracy processed in the context of governmental activities by means of

information and communication technologies to support public duties efficiently

and effectively.
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Fig. 4.1 Digital government interaction matrix

Source: Wirtz and Daiser (2017a), Wirtz (2013, 2021, 

2022b), Wirtz (2023), Wirtz (2024)
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Fig. 4.2 Schematic digital government actors and interactions structure

Source: Wirtz and Daiser (2015), Wirtz (2013, 2021, 

2022b), Wirtz (2024)
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Fig. 4.3 Expected advantages of digital government

Source: Wirtz and Daiser (2015, 2017b), Wirtz (2021, 2022b), Wirtz (2024)
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Fig. 4.4 Overview of selected digital/e-government acts and initiatives (1986-2022)

Source: Wirtz and Daiser (2015, 2017b), Wirtz (2021, 2022b), Wirtz (2024)
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Table 4.2 World digital government leaders in 2022

Data Source: United Nations Department of Economic and Social Affairs (2022), Wirtz (2024)

No. Country Region EGDI 2022 Rank 2020 Rank 2018 

1 Denmark Europe 0.971 1 1 

2 Finland Europe 0.953 4 6 

3 South Korea Asia 0.952 2 3 

4 New Zealand Oceania 0.943 8 8 

5 Sweden Europe 0.941 6 5 

6 Iceland Europe 0.941 12 19 

7 Australia  Oceania 0.940 5 2 

8 Estland Europe 0.939 3 16 

9 Netherlands  Europe 0.938 10 13 

10 United States America 0.915 9 11 

11 Great Britain Europe 0.913 7 4 

12 Singapore Asia 0.913 11 7 
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Table 4.3 Selected definitions of open government 

Data Source: Wirtz and Daiser (2017b), Wirtz (2021, 2022), Wirtz (2024)

Author(s) Definition 

OECD (2009) 

 “Open and responsive government refers to the transparency of 

government actions, the accessibility of government services and 

information, and the responsiveness of government to new ideas, 

demands and needs.” 

Geiger and Lucke 

(2012b)  

“Open Government acts as an umbrella term for many different ideas 

and concepts. The narrow definition of Open Government consists of 

transparency, participation and collaboration of the state towards 

third actors like the economy or the citizenship.” 

Harrison et al. 

(2012) 

“Broader access to government data and other documentation, the 

ability to contribute to decision-making processes within government 

agencies, and the possibility of responsible engagement with agency 

leadership in such processes are incrementally more democratic 

actions that lie at the heart of the open government vision.” 

Meijer et al. (2012) 

“Openness of government is the extent to which citizens can monitor 

and influence government processes through access to government 

information and access to decision-making arenas.” 

Evans and 

Campos (2013) 

“Open government is widely understood as the leveraging of 

information technologies to generate participatory, collaborative 

dialogue between policymakers and citizens.” 

Wirtz and 

Birkmeyer (2015) 

“Open government is a multilateral, political, and social process, which 

includes in particular transparent, collaborative, and participatory 

action by government and administration.” 
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Definition of Open Government

Source: Wirtz (2021), Wirtz (2023), 

Wirtz (2024)

Definition of Open Government (Wirtz et al. 2017; Wirtz 2021, 2022b, 2024)

Open government is a concept that generates a transparent, participatory,

collaborative, and innovative government environment by providing existing data

and knowledge to third parties and integrating external knowledge into political

and administrative processes.
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Fig. 4.5 Open government framework

Source: Wirtz and Daiser (2017), and Wirtz (2021, 2024)
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Table 4.4 Selected definitions of e-participation

Source: Wirtz and Daiser (2017b); Wirtz (2021, 2022b), Wirtz (2023), 

Wirtz (2024) 

Author(s) Definition

OECD (2003)

“E-participation as an electronic form of active participation is “a relationship

based on partnership with government in which citizens actively engage in

defining the process and content of policy-making. It acknowledges equal

standing for citizens in setting the agenda, proposing policy options and

shaping the policy dialogue – although the responsibility for the final decision or

policy formulation rests with government.”

Macintosh 

(2006)

“E-participation is “the use of information and communication technologies to

broaden and deepen political participation by enabling citizens to connect with

one another and with their elected representatives.”

Sæbø et al.

(2008)

“eParticipation involves the extension and transformation of participation in

societal democratic and consultative processes mediated by information and

communication technologies (ICT), primarily the Internet. It aims to support

active citizenship with the latest technology developments, increasing access to

and availability of participation in order to promote fair and efficient society and

government.”
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Definition of E-Participation

Source: Wirtz (2021), Wirtz (2023), Wirtz (2024) 

Definition of E-Participation (Wirtz et al. 2018a; Wirtz 2021, 2022b, 2024)

E-participation is a participatory process that is enabled by modern information

and communication technologies, includes stakeholders in the public decision-

making processes through active information exchange, and thus fosters fair and

representative policymaking.
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Fig. 4.6 Integrated strategic e-participation framework

Source: Wirtz and Daiser (2017b), and Wirtz (2021, 2022b), Wirtz (2024)
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Definition of Smart City 

Source: Wirtz (2021), Wirtz (2023), Wirtz (2024) 

Definition of Smart City (Wirtz 2022a, 2022b, 2024)

A smart city is an integrated system based on digital information technologies

that focuses on improving the well-being of society through efficient and effective

use of resources in an urban context- In particular, it is about meeting key

stakeholder requirements through transparency, participation and collaboration.
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Fig. 4.7 Growth and ratio of urban to rural population 

Source: United Nations (2019), Wirtz (2021), Wirtz (2024)

0

2

4

6

8

10

12

1950 1960 1970 1980 1990 2000 2010 2020 2030 2040 2050

Total population

in billions

Rural Population

Urban Population



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 91

Fig. 4.8 Smart city targets  

Source: Wirtz (2022a, 2022b), Wirtz (2024)
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Table 4.5 Smart City Ranking   

Source: Wirtz (2022a, 2022b), Wirtz (2024)

No. Country 

1 Zurich 

2 Oslo 

3 Canberra 

4 Copenhagen 

5 Lausanne 

6 London 

7 Singapore 

8 Heslinki 

9 Geneva 

10 Stockholm 
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Fig. 4.9 Smart City Service Provision Framework    

Source: Wirtz (2022a, 2022b), Wirtz (2024)
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Fig. 4.10 Stakeholder domains of smart city concepts     

Source: Wirtz (2022a, 2022b), Wirtz (2024)
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Fig. 4.11 Smart City Portfolio      

Source: Wirtz (2022a, 2022b), Wirtz (2024)
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Fig. 4.12 Lead users’ preferences regarding smart city services      

Source: Wirtz (2022a), Wirtz (2024)
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Fig. 4.13 Participants’ preferences for different smart city service domains      

Source: Wirtz (2022a), Wirtz (2024)
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Fig. 4.14 Functional user demands of smart cities 

Source: Wirtz (2022a), Wirtz (2024)
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Fig. 4.15 Smart city performance user demands 

Source: Wirtz (2022a), Wirtz (2024)
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Fig. 4.16 Smart city IT demands 

Source: Wirtz (2022a), Wirtz (2024)
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Fig. 4.17  Schematic digital government portal network

Source: Wirtz and Daiser (2015), Wirtz (2020, 2021, 2022b), Wirtz 
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Fig. 4.19 USS Digital demand factor system

Source: Wirtz and Daiser (2015, 2017b), Wirtz (2021, 2022b), Wirtz (2024)
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Fig. 4.20 Digital government development stage model

Source: Wirtz (2013, 2022b), Wirtz (2024)
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Fig. 4.21  Integrated digital government user relationship management

Source: Wirtz (2016, 2021, 2022b), Wirtz (2024)
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Table 4.6 Digital government service categories

Source: Wirtz (2021, 2022b), Wirtz (2024)

Digital Government Service Information and Service Examples

Civic and immigration services
ID card, residence permit, driver license application, divorce information, voter

assistance

Health and medical services Insurance services, facility information, nutrition information, vaccines information

Business and employment services
License application, financial services, , legal assistance, job portal, job hunting

information

Taxes and duties services Tax declaration service, tax payment service, property tax information

Car, transport and road services
Vehicle registration, public transport information, parking license service, accident

information

Housing and property services Affordable housing information, construction permit services, utility information

Social and volunteering services Social security information, community program information, donation service

Family services Child care information, adoption information, day care center information

Government, law, and order services
Electoral matters, consumer protection, crime and government reports, coast guard

information

Arts, culture, and tourism services Locations, activities, funding and support, visitor information

Recreation and sport services Park and nature information, sport locations, sport activities, youth event information

Libraries and education services Enrollment, e-book services, student support, rules and policies, adult education

Environment and recycling services Garbage and recycling information, animal control, air and water quality information
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Fig. 4.22 Importance of digital government service preference categories
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Fig. 4.23 Characteristics of a very good online citizen service

Data Source: Wirtz (2020), Wirtz (2024)
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Fig. 4.24 Channel characteristics of multi channel public service delivery

Source: Wirtz and Daiser (2017a), Wirtz (2021), Wirtz (2024)
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Fig. 4.25 Public multichannel strategy framework

Source: Wirtz and Daiser (2017a), Wirtz (2024)
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Fig. 4.26 User-centered success factors

Source: Wirtz and Daiser (2015, 2017b), Wirtz (2021, 2022b), 

Wirtz (2024)
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Fig. 4.27 Digital service success factors

Source: Wirtz and Daiser (2017), and Wirtz (2021, 2022b), Wirtz (2024)
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Fig. 4.28 IT success factors

Source: Wirtz and Daiser (2017), Wirtz (2021, 2022b), Wirtz (2024)
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Chapter 4 Questions and topics for discussion 

Source: Wirtz (2024)
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Chapter 5: Fundamentals of Internet Technology and 

Human-Machine Application
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Fig. 5.1 Basic building blocks of Internet communication 

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 5.2 Client-server principle and Internet addressing with DNS

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 5.3 Distribution of tasks between client and server

Source: Wirtz (2013, 2021. 2022), Wirtz (2024)
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Fig. 5.4 Example of digital business architecture 

Source: Wirtz (2013, 2021, 2022, 2023), Wirtz (2024)
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Table 5.1 Classification of the most important services on the Internet

Source: Wirtz (2013, 2021, 2022, 2023), Wirtz (2024)
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Fig. 5.5 Static vs. dynamic WWW documents

Source: Wirtz (2013, 2021, 2022), Wirtz (2024)
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Fig. 5.6 Static and dynamic languages of Web development

Source: Wirtz (2013, 2021, 2022, 2023), Wirtz (2024)
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Fig. 5.7 Structure of syntax of a HTML and XML document

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)

HTML-Document XML-Document

<html>

<head>

Title, meta information, style

information, skript,….

</head>

<body>

Text, links, tables, images, 

form checkboxes, ….

</body>

</html>

<?xml version="1.0" encoding="UTF-8" 

standalone="yes"?>

<order>

<product>

<number>0123456</number>

<name>BlueRay Player ABC</name>

<price>249.99</price>

<quantity>1</quantity>

</product>

<customer>

<number>87654</number>

<name>Doe, Jane</name>

<address>Freiherr-vom-Stein Str. 2, 

67346 Speyer</address>

</customer>

</order>
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Fig. 5.8 Operating principle and schedule of an AJAX application

Source: Wirtz (2013, 2021, 2022, 2023), Wirtz (2024)
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Fig. 5.9 Operating principle of a Web service

Source: Wirtz (2013, 2021, 2022, 2023), Wirtz (2024)
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Table 5.2 Bandwidths of 5G technology

Source:  Horwitz (2019), Wirtz (2024)



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 127

Fig. 5.10 Development of the human-machine interface (Stone Age to 

Renaissance)

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 5.11  Development of the human-machine interface (17th to 19th century).

Source: Wirtz (2013, 2021, 

2023), Wirtz (2024)
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Fig. 5.12 Development of the human-machine interface (1940 to 1970)

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 5.13 Development of the human-machine interface (1970 to 2000)

Source: Wirtz (2013, 2021), Wirtz (2024)
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Fig. 5.14 Development of the human-machine interface (since 2000)

Source: Wirtz (2013, 2021), Wirtz (2024)
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Fig. 5.15 HMI Model of Human-Machine Interaction

Source: Wirtz (2013, 2021, 2022), Wirtz (2024)
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Fig. 5.16 Success factors of H2M interface design and configuration

Source: Wirtz (2013, 2021, 2022, 2023), Wirtz (2024)
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Chapter 5 Questions and topics for discussion

Source: Wirtz (2024)
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Chapter 6: Digital Payment Systems, Security and 

Regulation 
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Fig. 6.1 Digital payment systems 

Source: Wirtz (2013, 2021), Wirtz (2024)
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Fig. 6.2 Comparison international SWIFT transfer and P2P currency transfer 

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 6.3 Digital payment value chain 

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 6.4 Digital payment transaction process

Source: Wirtz (2021, 2023), Wirtz (2024)
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Fig. 6.5 Digital payment systems success factors 

Source: Wirtz (2013, 2021), Wirtz (2024)
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Fig. 6.6 Risk-Resource Cybersecurity Framework 

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)
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Fig. 6.7 Online Activities as potential sources of danger for data security  

Source: Wirtz  and Weyerer (2017b), Wirtz (2022, 2023), Wirtz (2024)
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Fig. 6.8 Other Activities as potential sources of danger for data security  

Source: Wirtz  and Weyerer (2017b), Wirtz (2022, 2023), Wirtz (2024)
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Table 6.1 Threats in computer networks (1)

Source: Wirtz (2013, 2021), Wirtz (2024)

Type of attack Threat Description 

Malware 

Virus 

A virus is an integrated code in a (host) program 

that can reproduce itself and can manipulate 

system environments or data unnoticed. 

Worm 

A worm is an independent program that can 

spread and reproduce itself. In contrast to a virus it 

does not require a host program. 

Spyware/Adware 

Spyware/adware is a spy program that sends user 

data to the programmer/producer without the 

users’ notice and consent or unwantedly offers 

them products.  

Scareware 

Scareware leads the user to believe that his or her 

computer is broken or was compromised. 

Subsequently, it offers the user to eliminate the 

danger by asking for a payment.  

Dialer 

A dialer establishes a dial-up connection to the 

Internet (via modem/ISDN) and is a form of 

malware if it establishes a connection to a very 

expensive fee-based number.  

Trojan 

Trojans or Trojan horses are computer programs 

that give the impression of being useful 

applications but actually fulfill another or malicious 

function. 

Attacks on IT-

Infrastructures 

DoS-Attack/ DDoS-

Attack 

A denial of service attack intentionally causes an 

overload of a system or a network in order to 

temporarily limit the availability of one or multiple 

services. If the attack comes from different 

systems, it is a called a distributed DoS-attack.  

Scanner 

A scanner systematically screens systems for 

security vulnerabilities (such as unsecured network 

ports) in order to attack them through the 

detected loophole.  

Interception, 

Reading, and 

Manipulation of 

Data 

Sniffer 

A sniffer not only allows to intercept and record 

data packets in networks but also to analyze them 

subsequently. 

Sniffers are applied in the context of network 

analyses but can also be used for abuse purposes 

and for unauthorized data reading. 

Keylogger 

Keyloggers record all user inputs (keyboard) and 

save them or send them to third parties. In this 

way, for instance, hackers can gain access to 

passwords or pin numbers. 
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Table 6.1 Threats in computer networks (2)

Source: Wirtz (2013, 2021, 2023), Wirtz (2024)

Interception, 

Reading, and 

Manipulation of 

Data 

Sniffer 

A sniffer not only allows to intercept and record 

data packets in networks but also to analyze them 

subsequently. 

Sniffers are applied in the context of network 

analyses but can also be used for abuse purposes 

and for unauthorized data reading. 

Keylogger 

Keyloggers record all user inputs (keyboard) and 

save them or send them to third parties. In this 

way, for instance, hackers can gain access to 

passwords or pin numbers. 

Password Cracker 

Password crackers are programs that allow to 

bypass access barriers. In this connection, they 

differ with regard to the selected method; often 

the so-called dictionary or bruteforce attack 

(testing all possible combinations) is applied. 

Man-in-the-Middle 

Attack (Snarfing) 

In the case of the man-in-the-middle attack, an 

attacker logically interposes himself or herself 

between two communication partners. Here, the 

attacker can control and arbitrarily look at or 

manipulate the data traffic between the 

communication partners. 

Phishing 

In the case of phishing, a hacker tries to imitate a 

trustworthy website (e.g., online banking) and to 

prompt a user by means of a faked message to 

reveal sensitive or access data. 

Identity Theft/ 

Deception 

Spoofing 

Spoofing generally refers to disguising one’s own 

identity. There are many different types of 

spoofing. In the case of IP spoofing, for instance, a 

hacker modifies all IP packets with a faked sender 

IP and creates the impression that the packets are 

sent from another computer. Moreover, DNS, mail, 

mac, and DHCP spoofing, etc. are commonly 

used.  

Social Engineering/ 

Social Hacking 

Social engineering refers to spying out a user‘s 

personal environment and faking an identity 

through this information. This personal identity is 

used in the context of social hacking to look at 

private data.  
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Fig. 6.9 CSC Internet Regulation Model  

Source: Wirtz (2013, 2021), Wirtz (2024)

Internet

Society Security

Competition

• Internet crime (cybersecurity)

• Intellectual property rights 

(copyright rights, ancillary 

copyright)

• Protection of privacy and 

personal rights (data 

protection)

• …

Regulatory Aspects of Criminal 

and Civil Law

• Behavioral regulation of the 

abuse of market power (e.g., 

discrimination and 

obstruction strategies)

• Monopoly position through 

merger strategies 

• Unreasonable harassment 

e.g., online advertising

• …

Regulatory Aspects of 

Competition Law

• Freedom of speech

• Digital disinformation/ 

manipulation

• Media law aspects (press law 

regulation)

• Corporate transparency and 

control of AI and other 

Internet activities

• …

Regulatory Aspects of Societal 

Law



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 147

Table 6.2 Essential core points of the DMA, DSA, DMG   

Source: European Parliament and Council of the European Union 

(2022a, 2022b, 2022c), Wirtz (2024)
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Table 6.3 Main approaches of Internet regulation

Source: Wirtz (2021), Wirtz (2024)

ITU Approach Internet Governance Approach 

• International approach 

• Transfer of regulation to the International 

Telecommunication Union (ITU) 

• Government regulation according to the 

principle of sovereignty 

• Government control of the national 

Internet 

• Low participation opportunities for non-

governmental actors 

• Main criticism: limited effectiveness due to 

the diversity and power of private sector 

actors 

• Transnational approach 

• Transnational cooperation of governmental 

and non-governmental actors 

• Participatory understanding and multi-

stakeholder principle (governments, 

companies, NGOs, citizens, etc.) 

• The goal is a consensus-based regulation 

• Bottom-up regulatory approach 

• Main points of criticism: lack of legitimacy 

due to the involvement of non-

governmental actors and power gaps 

between stakeholders 
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Chapter 6 Questions and topics for discussion

Source: Wirtz (2024)

Chapter 6

Questions and topics for discussion 

1. Explain the different types of payment systems and processes.

2. Describe the success factors of digital payments.

3. Describe the different types of threats in computer networks. 

4. Explain what measures can be taken to address cyber security risks.

5. Describe the CSC Internet Regulation Model.

Review questions

1. Bitcoin is a speculative blockchain currency with significant fluctuations in 

value. Discuss the advantages and disadvantages of digital currencies and 

their dangers for the economy and society.

2. Discuss the advantages and disadvantages of comprehensive 

cybersecurity measures to protect state infrastructure against the 

background of hacker attacks. Are these protection mechanisms also 

important for the consumer and business sector? In this context, discuss 

also the possibility of cyber wars between different states.

3. Debate the necessity of a stronger regulation of markets and competition 

against the background of the dominant market position of Internet 

companies such as Google/Alphabet, Amazon, or Facebook/Meta.

Topics for discussion
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Chapter 7: Internet of Things 
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Table 7.1 Selected definitions of IoT

Source: Wirtz (2018, 2021, 2023), Wirtz (2024)

Author(s) Definition 

International 

Telecommunication 

Union (2012, p. 1) 

“A global infrastructure for the information society, enabling advanced 

services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies.” 

Miorandi et al. 

(2012, p. 1497) 

“The term “Internet-of-Things” is used as an umbrella keyword for covering 

various aspects related to the extension of the Internet and the Web into the 

physical realm, by means of the widespread deployment of spatially 

distributed devices with embedded identification, sensing and/or actuation 

capabilities.” 

Xia et al. (2012, 

p. 1101) 

“IoT refers to the networked interconnection of everyday objects, which are 

often equipped with ubiquitous intelligence.” 

Gubbi et al. (2013, 

p. 1648) 

“Interconnection of sensing and actuating devices providing the ability to 

share information across platforms through a unified framework, developing 

a common operating picture for enabling innovative applications. This is 

achieved by seamless large scale sensing, data analytics and information 

representation using cutting edge ubiquitous sensing and cloud computing.” 

McKinsey Global 

Institute (2015, p. 1) 

“We define the Internet of Things as sensors and actuators connected by 

networks to computing systems. These systems can monitor or manage the 

health and actions of connected objects and machines. Connected sensors can 

also monitor the natural world, people, and animals.” 
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Definition of Internet of Things 

Source: Wirtz (2021), Wirtz (2023), Wirtz (2024)  

Definition of Internet of Things (Wirtz 2018, 2021, 2023)

Internet of Things refers to the Internet-based networking of physical and digital

products, services, machines, sensors and humans.
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Fig. 7.1 Basic technological concepts of IoT

Source: Wirtz (2018, 2021, 2023), Wirtz (2024) 
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Fig. 7.2 IoT IT infrastructure 

Source: Wirtz (2018, 2021, 2023), Wirtz (2024)
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Fig. 7.3 Exemplary IoT-specific IT architecture 

Source: Wirtz (2020, 2021, 

2023), Wirtz (2024)
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Fig. 7.4 Illustrative example of IoT with application areas of enabling technologies 

Source: Wirtz (2018, 2021), 

Wirtz (2024)
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Fig. 7.5 Application areas of IoT

Source: McKinsey & Company (2021) Wirtz 

(2024)

Low Potential High Potential   
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Worksites
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production

areas

Construction, mining, oil and gas; 

operating efficiency, safety and 

health, predictive maintenance 

400

-

1,730 ◕
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-
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Places where

consumers 
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commerce

Shops, malls, restaurants, banks,
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-

1,150 ◑
Outside

Outside of urban 

and other areas

Autonomous vehicles outside of

urban environments, railroad 

tracks, shipment tracking, flight 

navigation; real-time routing

400

-

930 ◑
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Inhabited

buildings

Security and home automation

control systems
440

-

830 ◑
Vehicles

Inside of vehicles Cars, trucks, trains, ships, 

airplanes, helicopters, condition-

based maintenance, usage-based 

design, 

430

-

620 ◑
Offices

Places where
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workers operate

Security and energy management 

in office buildings; increased 

productivity

240

-

500 ◔

*Potential economic impact of IoT in 2030 [in billion USD]
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Table 7.2 Key opportunities and challenges of industry 4.0 from a business

perspective

Source: Wirtz (2020, 2021, 2023), Wirtz (2024) 
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security
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Table 7.3 Selected definitions of industrial metaverse

Source: Wirtz (2024)

Author(s) Definition 

Siemens (2023) “The Industrial Metaverse is a world, which is always on. Where real 

machines and factories, buildings and cities, grids and transportation systems 

are mirrored in the virtual world.” 

Fraunhofer (2023) “The industrial metaverse will be a space where we use the speed of software 

to drive innovations. Its potential for reshaping our domestic economies and 

industries is enormous.” 

Arthur D. Little /  

Meige and Eagar 

(2023) 

The industrial metaverse is best defined as a “connected whole-system digital 

twin with functionalities to interact with the real system in its environment, 

allowing decision makers to better understand the past and forecast the 

future.” 
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Definition of Industrial Metaverse  

Source: Wirtz (2024) 

Definition of Industrial Metaverse (Wirtz 2024)

The industrial metaverse basically maps real economic systems through one or

more digital representations. Digital applications such as artificial intelligence,

3D visualization, virtual and augmented reality systems, as well as other software

applications are used to map, simulate and analyze business processes,

industrial systems and real business and interaction structures in the digital

world. In particular, digital twins, which address the industrial metaverse's basic

idea of physical-digital system interaction, fusion or integration, are used as part

of the virtualization of business activities in the industrial metaverse. The goal of

the industrial metaverse is to achieve a competitive advantage through the

digital mapping, analysis, and optimization of business activities.
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Fig. 7.6 Market potential of the industrial metaverse 

Source: Bobier et al. (2022), Wirtz (2024)
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Fig. 7.7 Evolution from industry 3.0 to the industrial metaverse 

Source: Wirtz (2024)
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Fig. 7.8 Industrial Metaverse Framework 

Source: Wirtz (2024)
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Fig. 7.9 IoT benefit increased efficiency  

Source: Microsoft (2019), Wirtz (2024)
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Fig. 7.10 IoT benefit increased yield   

Source: Microsoft (2019), Wirtz (2024)
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Fig. 7.11 IoT benefit improved quality    

Source: Microsoft (2019), Wirtz (2024)
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Fig. 7.12 Share of smart home users by age 

Source: Deloitte (2018), Wirtz (2024)
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Fig. 7.13 Interest in smart city solutions and frequency of use (1)

Source: Wyman (2020), Wirtz (2024)
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Fig. 7.13 Interest in smart city solutions and frequency of use (2)

Source: Wyman (2020), Wirtz (2024)
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Fig. 7.14 Success factory of IoT

Source: Wirtz (2018, 2021), Wirtz (2024)
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Chapter 7 Questions and topics for discussion  

Source: Wirtz (2024)

Chapter 7

Questions and topics for discussion 

1. Describe the basic technological concepts of the Internet 

of Things and the IoT-specific IT infrastructure model.

2. Outline the IoT interaction structure using autonomous 

driving as an example.

3. Describe the most important application areas of IoT.

4. Outline the Industrial Metaverse Framework and describe 

its interrelationships.

5. Present the success factors of the Internet of Things.

Review questions

1. The IoT has considerable potential for change in our 

economy. Discuss the advantages and disadvantages of 

the technological development of IoT for the economy.

2. Discuss whether IoT will cause another technological 

revolution in economy and society.

3. Will IoT lead to complete monitoring and digital control in 

all areas of life? Discuss the associated opportunities and 

risks for our economy and society.

Topics for discussion
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Chapter 8: Artificial Intelligence, Big Data and Cloud 

Computing 



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 173

Fig. 8.1 Market diffusion to achieve one million users 

Source: Statista(2023a), Wirtz (2024)
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Fig. 8.2 Share of workplaces in industry that are automatable by AI 

Source: Briggs and Kodnani (2023), Wirtz (2024)
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Table 8.1 Selected definitions of AI 

Source: Wirtz (2020, 2021, 2023), Wirtz (2024)

Author(s) Definition 

McCarthy et al. 

(2006) 

The study is to proceed on the basis of the conjecture that every aspect of 

learning or any other feature of intelligence can in principle be so precisely 

described that a machine can be made to simulate it. 

Rich et al. (2009) 
[…] the study of how to make computers do things which, at the moment, 

people do better. 

Adams et al. (2012) 
[…] a system that could learn, replicate, and possibly exceed human-level 

performance in the full breadth of cognitive and intellectual abilities. 

Rosa and Feyereisl 

(2016) 
[…] programs that are able to learn, adapt, be creative and solve problems. 

Russell and Norvig 

(2016) 

AI may be organized into four categories: Systems that think like humans. 

Systems that act like humans. Systems that think rationally. Systems that act 

rationally. 

Thierer et al. (2017a) 

The exhibition of intelligence by a machine. An AI system is capable of 

undertaking high-level operations; AI can perform near, at, or beyond the 

abilities of a human. This concept is further divided into weak and strong 

AI. 

Wirtz et al. (2019) 

[…] AI refers to the capability of a computer system to show humanlike 

intelligent behavior characterized by certain core competencies, including 

perception, understanding, action, and learning. 
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Definition of Artificial Intelligence 

Source: Wirtz (2019, 2021), Wirtz (2024)

Definition of Artificial Intelligence (Wirtz et al. 2019, 2021, 2024)

AI refers to the capability of a computer system to show humanlike intelligent

behavior characterized by certain core competencies, including perception,

understanding, action, and learning, in order to support human and systemic

behavior in the best possible way.
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Fig. 8.3 Development stages of artificial intelligence 

Source: Wirtz (2021, 2023,  2024)
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Fig. 8.4 Concepts of artificial intelligence  

Source: Wirtz (2021, 2023, 2024)
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Fig. 8.5 Cognitive and memory levels of artificial intelligence 

Source: Wirtz (2021, 2023, 2024)
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Fig. 8.6 AI analytics approaches 

Source: Wirtz (2021, 2023, 2024)
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Fig. 8.7 Machine learning process vs. traditional software programming 

Source: Wirtz (2021, 2023, 2024)
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Table 8.2 AI forms, features, applications, and services (1) 

Source: Wirtz (2024)
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Table 8.2 AI forms, feature, applications, and services (2) 

Source: Wirtz (2024)



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 184

Table 8.2 AI forms, features, applications, and services (3) 

Source: Wirtz (2024)
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Fig. 8.8 Flow process of generative artificial intelligence 

Source: Wirtz (2024)
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Fig. 8.9 Generative AI Capabilities Paradox 

Source: Wirtz (2024)
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Table 8.3 Companies in the field of artificial intelligence (1) 

Source: Wirtz (2024)

Company Description and service 

Apple • Apple is known as a leading technology company for its outstanding 

consumer products such as iPhone, iMac, iPad, etc. 

• The iPhone has a built-in voice assistant called Siri, which can make 

calls, write messages and solve math problems through AI support, 

among other things 

• Face ID is a technology that Apple uses to identify the respective user 

through facial recognition based on AI and unlock the respective 

device 

• Apple recorded the most acquisitions in the AI field between 2016 

and 2020; for example, Apple acquired AI startup Vilynx, which works 

in the areas of image analysis, or Drive.ai, which develops technology 

for autonomous driving 

Alphabet/Google • The company Alphabet is known in particular for the subcompany 

Google and its search engine of the same name. In addition, Google 

offers numerous other web services, such as Gmail and YouTube 

• Alphabet also has other activities such as Waymo or DeepMind in the 

AI field 

• Google maintains its own AI department, Google AI, which is 

dedicated in particular to the development of machine learning 

software 

• In 2014, the company acquired DeepMind; among other things, 

DeepMind developed the artificial intelligence AlphaGo, which was 

able to beat professional players in the board game Go in 2015 and 

2016 

• A further development of AlphaGo is the AI AlphaZero, which is able 

to play the board games Shōgi, chess, and Go at the highest level by 

training with itself 

• DeepMind is particularly engaged in AI algorithms that are able to 

improve themselves through reinforcement learning and do not 

require training data initialized by humans 

• Google offers TensorFlow, a free machine learning platform that can 

be used for example with the help of the Python programming 

language 

• Google offers cloud-based AI services, which companies in particular 

can use to train AI algorithms; the TPU (Tensor Processing Unit) 

processors developed by Google are used here, which were specially 

developed for working with artificial intelligence 

 



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 188

Table 8.3 Companies in the field of artificial intelligence (2) 

Source: Wirtz (2024)

IBM • IBM is a leading IT and consulting services company 

• IBM Research, IBM's research and development department, is 

increasingly involved in artificial intelligence 

• IBM's best-known AI project is the computer program "Watson", which 

is intended to provide answers to questions written in natural language; 

Watson uses language processing algorithms with the aim of developing 

a semantic search engine 

• IBM also offers AI solutions for companies, focusing in particular on the 

automation of business processes and natural language processing 

Microsoft • Microsoft is a hardware and software provider and is known in particular for 

the Windows operating system 

• In addition to operating systems, the company sells other application 

programs, development environments, and server products 

• Microsoft Azure represents a cloud computing platform of the company, 

which provides various cloud services to companies and private customers 

• The Azure platform increasingly offers AI solutions that enable organizations 

to save costs and accelerate growth 

• In addition to AI infrastructure, the company offers various artificial 

intelligence tools 

• Microsoft's AI School provides entry-level AI learners with learning 

opportunities in areas such as machine learning and intelligent edge AI 

• The AI Lab portal provides users with information about new innovations and 

applications of artificial intelligence, some of which they can use themselves 

• In addition to in-house developments, Microsoft invests in other AI 

companies, such as the AI research company OpenAI 

 

Alphabet/Google • The company Alphabet is known in particular for the 

subcompany Google and its search engine of the same name. In 

addition, Google offers numerous other web services, such as 

Gmail and YouTube 

• Alphabet also has other activities such as Waymo or DeepMind in 

the AI field 

• Google maintains its own AI department, Google AI, which is 

dedicated in particular to the development of machine learning 

software 

• In 2014, the company acquired DeepMind; among other things, 

DeepMind developed the artificial intelligence AlphaGo, which 

was able to beat professional players in the board game Go in 

2015 and 2016 

• A further development of AlphaGo is the AI AlphaZero, which is 

able to play the board games Shōgi, chess, and Go at the highest 

level by training with itself 

• DeepMind is particularly engaged in AI algorithms that are able 

to improve themselves through reinforcement learning and do 

not require training data initialized by humans 

• Google offers TensorFlow, a free machine learning platform that 

can be used for example with the help of the Python 

programming language 

• Google offers cloud-based AI services, which companies in 

particular can use to train AI algorithms; the TPU (Tensor 

Processing Unit) processors developed by Google are used here, 

which were specially developed for working with artificial 

intelligence 

IBM • IBM is a leading IT and consulting services company 

• IBM Research, IBM's research and development department, is 

increasingly involved in artificial intelligence 

• IBM's best-known AI project is the computer program "Watson", 

which is intended to provide answers to questions written in natural 

language; Watson uses language processing algorithms with the aim 

of developing a semantic search engine 

• IBM also offers AI solutions for companies, focusing in particular on 

the automation of business processes and natural language 

processing 
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Table 8.3 Companies in the field of artificial intelligence (3) 

Source: Wirtz (2024)

OpenAI • OpenAI is a company that specializes in the research of artificial 

intelligence 

• Supporters and shareholders in OpenAI include co-founder Elon 

Musk, the companies Microsoft and Amazon Web Services 

• As a non-profit organization, OpenAI is primarily concerned with 

researching the topic of artificial intelligence and its dangers 

• OpenAI is pursuing several AI projects, particularly in the topic 

area of language processing 

• The "GPT-2" and "GPT-3" projects are AIs that independently 

compose text based on text input 

• In December 2022, the company released the artificial intelligence 

"ChatGPT", which is able to conduct natural-sounding 

conversations using natural language processing and machine 

learning; a special feature of this AI is that it has the ability to 

remember previous conversations and adapt to the context of the 

conversation 

Meta/Facebook • The Meta Group is one of the world's leading social media companies 

• Meta Group owns the social networks Facebook, Instagram, and 

WhatsApp 

• The company already uses AI-based facial scans to verify the age of 

Facebook and Instagram users to prevent minors from accessing 

inappropriate content 

• Meta operates its own artificial intelligence lab called "Meta AI", the lab 

works on various artificial intelligence projects 

• CICERO represents an AI agent that is able to negotiate and cooperate 

with humans 

• Galactica is an AI research tool that can support scientists in writing 

scientific papers 

• Meta offers numerous free tools for developers in the field of artificial 

intelligence, including frameworks, libraries, and ready-made AI models 

 

Microsoft • Microsoft is a hardware and software provider and is known in particular 

for the Windows operating system 

• In addition to operating systems, the company sells other application 

programs, development environments, and server products 

• Microsoft Azure represents a cloud computing platform of the company, 

which provides various cloud services to companies and private 

customers 

• The Azure platform increasingly offers AI solutions that enable 

organizations to save costs and accelerate growth 

• In addition to AI infrastructure, the company offers various artificial 

intelligence tools 

• Microsoft's AI School provides entry-level AI learners with learning 

opportunities in areas such as machine learning and intelligent edge AI 

• The AI Lab portal provides users with information about new 

innovations and applications of artificial intelligence, some of which 

they can use themselves 

• In addition to in-house developments, Microsoft invests in other AI 

companies, such as the AI research company OpenAI 

OpenAI • OpenAI is a company that specializes in the research of artificial intelligence 

• Supporters and shareholders in OpenAI include co-founder Elon Musk, the 

companies Microsoft and Amazon Web Services 

• As a non-profit organization, OpenAI is primarily concerned with researching 

the topic of artificial intelligence and its dangers 

• OpenAI is pursuing several AI projects, particularly in the topic area of 

language processing 

• The "GPT-2" and "GPT-3" projects are AIs that independently compose text 

based on text input 

• In December 2022, the company released the artificial intelligence "ChatGPT", 

which is able to conduct natural-sounding conversations using natural 

language processing and machine learning; a special feature of this AI is that 

it has the ability to remember previous conversations and adapt to the 

context of the conversation 
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Table 8.3 Companies in the field of artificial intelligence (4) 

Source: Wirtz (2024)

Intel • Intel is a semiconductor manufacturer and market leader in the field of 

PC microprocessors 

• In addition to processors, Intel also sells server products, chipsets, 

memory units, and entire systems 

• In the field of artificial intelligence Intel offers both hardware and 

software products, here, for example, graphics cards, which are 

specialized for AI applications, are sold 

• In addition to hardware components, the company offers cloud products 

and software tools for working with artificial intelligence 

• With BigDL, Intel provides a solution to scale AI models on Big Data 

clusters and thus improve the training of the models 

• Intel OpenVINO toolkits provide developers with the ability to optimize 

AI models for different devices through auto-discovery, among other 

things 

• In 2019, Intel acquired Israeli AI chip maker Habana Labs for two billion 

dollars 

• Habana Labs sells processors specialized for AI applications 

Amazon • Amazon is the world's largest retailer and is active in both AI for consumers 

and applications for businesses and their processes 

• Alexa, the company's AI voice assistant, is integrated into the Echo Smart 

Services series, which helps users to control their digital devices and make e-

commerce purchases 

• Amazon Web Service (AWS), Amazon's enterprise cloud service, offers AI 

services for enterprise customers to improve their data analytics and business 

operations, such as by providing intelligent chatbots based on machine 

learning 

• AWS also offers pre-built AI services that do not require machine learning 

experience to use 

• Amazon also offers learning plans and courses to enable individuals to further 

their education in the areas of machine learning and artificial intelligence 

• For developers, AWS offers the opportunity to improve their skills and join the 

AWS community to share ideas on artificial intelligence topics 

 

Meta/Facebook • The Meta Group is one of the world's leading social media 

companies 

• Meta Group owns the social networks Facebook, Instagram, and 

WhatsApp 

• The company already uses AI-based facial scans to verify the age 

of Facebook and Instagram users to prevent minors from accessing 

inappropriate content 

• Meta operates its own artificial intelligence lab called "Meta AI", 

the lab works on various artificial intelligence projects 

• CICERO represents an AI agent that is able to negotiate and 

cooperate with humans 

• Galactica is an AI research tool that can support scientists in 

writing scientific papers 

• Meta offers numerous free tools for developers in the field of 

artificial intelligence, including frameworks, libraries, and ready-

made AI models 

Intel • Intel is a semiconductor manufacturer and market leader in the field of 

PC microprocessors 

• In addition to processors, Intel also sells server products, chipsets, 

memory units, and entire systems 

• In the field of artificial intelligence Intel offers both hardware and 

software products, here, for example, graphics cards, which are 

specialized for AI applications, are sold 

• In addition to hardware components, the company offers cloud 

products and software tools for working with artificial intelligence 

• With BigDL, Intel provides a solution to scale AI models on Big Data 

clusters and thus improve the training of the models 

• Intel OpenVINO toolkits provide developers with the ability to optimize 

AI models for different devices through auto-discovery, among other 

things 

• In 2019, Intel acquired Israeli AI chip maker Habana Labs for two billion 

dollars 

• Habana Labs sells processors specialized for AI applications 
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Fig. 8.10 AI framework

Source: Wirtz (2018, 2021, 2023, 2024)
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Table 8.4 Categories of AI applications and use cases (1) 

Source: Wirtz (2018, 2021, 2023,  2024)
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Table 8.4 Categories of AI applications and use cases (2) 

Source: Wirtz (2018, 2021, 2023, 2024)
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Table 8.4 Categories of AI applications and use cases (3) 

Source: Wirtz (2018, 2021, 2023  2024)
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Fig. 8.11 Global investments and revenue from artificial intelligence

Source: Wirtschaftswoche (2023), Wirtz (2024)
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Fig. 8.12 Companies with the most patent families in the field of AI 

Source: Statista (2023b), Wirtz (2024)
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Fig. 8.13 Share of workplaces in industry that are automatable by AI

Source: Briggs and Kodnani (2023), Wirtz (2024)
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Fig. 8.14 Six-Dimension AI Opportunity Model 

Source: Wirtz Weyerer (2019), Wirtz et al. (2022b), Wirtz (2024)
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Fig. 8.15 Six-Dimension AI Risk Model 

Source: Wirtz Weyerer (2019), Wirtz et al. (2022b), Wirtz (2024)
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• Privacy and security concerns 

due to ubiquity of AI systems 
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• Misuse of AI systems poses 

risks to society in the public 

domain (e.g., hacker attacks 
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value definitions / ethics by 

AI systems

• Lack of compatibility 

between machine and 

human value judgments
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• …

Legal and regulatory
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• Unclear definition of 

responsibilities and 

accountability for AI 
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consequences
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loss of control due to lack of 
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and ubiquity of AI 
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Fig. 8.16 Five-Stage Model of AI-Based Governance

Source: Wirtz (2020, 2021, 2023, 2024)
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Fig. 8.17 Six-Dimension AI Governance Model (1) 

Source: Wirtz (2021, 2023, 2024)

Technological/

Analytical and Data-

Related AI Guidelines

•Avoidance of 

autonomous AI 

decision-making 

detached from human 

control

•Ensuring algorithm 

accountability and 

generating a control 

interface for AI 

process 

documentation

•Collaborative 

problem-solving 

approach: Problem 

definition and 

verification of solution 

by human vs. machine 

problem-solving by AI 

system

•Developing verifiable, 

fair, and non-

discriminatory AI 

algorithms and 

systems

•Transparent collection, 

processing and 

utilization of AI data

•Measures and 

mechanisms for 

quality assurance of AI 

input/baseline data

•Establishment of 

security barriers to 

prevent misuse and 

robust AI systems (e.g., 

integration of alarm 

mechanisms, 

encryption, specific 

design techniques)

•Promotion of the 

creation and transfer 

of AI knowledge (e.g., 

training of AI experts 

and societal 

education) to enable 

and realize innovation 

potential

•Establishment of 

standards and 

introduction of audits 

for AI technology

•…

Informational and 

Communicative 

AI Guidelines

•Ensuring uninfluenced 

information provision 

by AI systems 

(avoiding the possi-

bility of using algo-

rithms to manipulate 

information)

•Development of AI 

early warning systems 

to prevent AI-based 

informational and 

communicative 

manipulation

•Development of 

mechanisms / AI 

algorithms to identify, 

prevent, and eliminate 

disinformation and AI-

/computer-assisted 

propaganda

•Ensuring freedom of 

speech without AI 

algorithm-based 

censorship

•Ensuring data 

protection without 

restricting freedom of 

expression and 

communication 

difficulties

•…

Economic AI 

Guidelines

•Enabling co-self-

regulation of the 

market to optimize 

state regulation

•Ensuring that AI 

systems support 

human work as a 

complementary 

element and ensure 

the reintegration of 

people affected by 

technology-induced 

unemployment

•Ensuring AI is 

transparent within 

business processes to 

maintain human 

independence (e.g., AI 

agenda)

•Ensure global 

competitiveness and 

fairness and help SMEs 

in particular to cope 

with the high costs of 

AI integration in order 

to remain competitive

•Defining the AI change 

management strategy 

and objectives

•Transparent 

communication of the 

goals and activities of 

AI change 

management

• Integration of key 

stakeholders in the AI 

change management 

process

•AI-specific 

competence 

development of 

employees

•…

Societal AI Guidelines

•Consideration of social 

impacts of AI and 

guarantee of social 

equality and prosperity 

through social safety 

nets (e.g. basic 

income), consideration 

of the entire socio-

technical AI 

infrastructure to 

ensure conformity with 

social values

•Creation of 

transparency and 

recommendations for 

the public to counter 

AI data protection and 

security concerns

• Increasing social AI 

competence to 

promote acceptance 

(e.g., comprehensive, 

interdisciplinary AI 

education, preparation 

for challenges)

•Raise awareness of the 

ubiquity/functionality 

of AI and the constant 

collection and use of 

data

•Allow social norms for 

the governance of AI 

to continuously evolve 

without strict 

regulation

•…

Ethical AI Guidelines

•Formulation of a 

binding ethical code 

for AI development 

and use that reflects 

human values, culture 

and norms, as well as 

the establishment of 

an AI ethics 

commission

•Ensuring competent 

human oversight and 

supervision of AI 

decisions in terms of 

fundamental rights, 
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Fig. 8.17 Six-Dimension AI Governance Model (2)

Source: Wirtz (2021, 2023, 2024)
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Fig. 8.18 Development of DeepMind over time 

Source: Wirtz (2024)

Development of the company DeepMind

The problem of protein 

folding, unsolved for 

decades, is considered 

solved due to AlhpaFold2

2019

Artificial intelligence 

AlphaFold can predict 

the structure of 

proteins

2018

Acquisition of the 

company by Google

Artificial intelligence 

AlphaGo defeats 

European champion 

Fan Hui in the board 

game Go

2015

AlphaGo defeats one 

of the world's best Go 

players Lee Sedol 4:1

2016

Artificial intelligence 

AlphaZero learns the games 

of chess, go, and shogi 

within a few hours

2017

The AI MuZero is able to 

autonomously improve itself 

through reinforcement 

learning

2020

Foundation by Demis

Hassabis, Shane Legg 

and Mustafa Suleyman

2010 2022

The AI DeepNash achieves a win 

rate of 84% in the game Stratego

against the best human players

2014



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 204

Fig. 8.19 Development of OpenAI over time 

Source: Wirtz (2024)
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Fig. 8.20 AI-generated sample response of the OpenAI service ChatGPT to the

input “4 c business model“

Source: OpenAI (2023b), Wirtz (2024)
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Fig. 8.21 AI-generated sample image of the OpenAI service DALL-E for the

command “Alien Doing Digital Business by Vermeer“

Source: OpenAI (2023c), Wirtz (2024)
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Fig. 8.22 Development of the performance of quantum computers

Source: Wirtz (2024)
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Fig. 8.23 Operating principles of quantum and conventional computers

Source: Wirtz (2024)
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Fig. 8.24 Quantum Computing Multi-Layer Model 

Source: Wirtz (2024)
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Table 8.5 Quantum computing companies (1) 

Source: Wirtz (2024)
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Table 8.5 Quantum computing companies (2) 

Source: Wirtz (2024)
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Table 8.5 Quantum computing companies (3) 

Source: Wirtz (2024)
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Chapter 8 Questions and topics for discussion

Source: Wirtz (2024)
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Chapter 9: Big Data, Cloud Computing and 

Blockchain Technology 
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Fig. 9.1 Application of big data analytics in business practice 

Source: Statista (2020), Wirtz (2024)
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Fig. 9.2 Areas of application for big data in companies 

Source: Dilmegani (2020), Wirtz (2024)
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Fig. 9.3 Data processed by companies in big data analyses 

Source: techconsult (2018), Wirtz (2024)
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Fig. 9.4 Advantages of using big data from a company perspective 

Source: Capgemini (2016), Wirtz (2024)
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Fig. 9.5 Exemplary illustration of a big data architecture 

Source: Wirtz (2018, 2021, 2024)
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Fig. 9.6 Provision and service models of cloud computing 

Source: Wirtz (2016, 2021, 2024)
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Fig. 9.7 Cloud computing revenues worldwide by segment in billion USD  

Source: Gartner (2022), Wirtz (2024)
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Table 9.1 Companies in the field of cloud computing (1)

Source: Wirtz (2024) 

Cloud Service Providers Core aspects 

 SAP • SAP is a global software provider and particularly known for its 

enterprise resource planning products 

• In addition to on-premise products, SAP increasingly relies on cloud 

solutions for the implementation of its products at the customer's 

site 

• SAP S/4HANA Cloud represents a fully comprehensive cloud-based 

ERP software that can grow with the customer's requirements due to 

its scalability 

• With the SAP Business Technology Platform, the company offers 

its own cloud platform on which customers can develop and 

integrate application extensions 

• ... 

 IBM • IBM is a leading IT and consulting services company 

• IBM provides various cloud products for different application areas 

• In addition to the basic provision of storage and computing power, 

the company offers specific applications in the cloud, such as 

automation and analysis tools 

• A special feature of the IBM cloud are the products Qiskit and 

Qiskit Runtime, which can be used for quantum development and 

the execution of quantum programs 

• … 

 Amazon • Amazon is the largest retail company in the world and is active in 

cloud computing for both consumers and enterprise customers 

• For private individuals, Amazon offers a way to back up photos in 

the cloud via the Amazon Photos platform 

• Its subsidiary Amazon Web Services (AWS) is one of the world's 

leaders in cloud computing 

• Some major web services such as Netflix, Reddit and Dropbox use 

or have used AWS services and rely on AWS services 

• ... 

 Microsoft • Microsoft is a hardware and software provider and particularly 

known for the Windows operating system. In addition to operating 

systems, the company sells, e.g. other application programs, 

development environments and server products 

• Microsoft Azure represents a cloud computing platform of the 

company with over 200 products and services 

• The cloud platform offers specialized solutions in the retail, 

manufacturing and healthcare sectors, among others 

• Microsoft’s platform OneDrive offers consumers the option of 

backing up files in the cloud, in particular the benefit of installing 

the service directly on one's own computer and thus accessing the 

backed-up files from various devices regardless of location 

• ... 

 Alphabet/Google • Alphabet is particularly known for the Google search engine. In 

addition, Google offers numerous other web services, such as Gmail 

and YouTube 

• Google offers solutions in the field of cloud computing for both end 

consumers and companies 

• Google Drive represents a file hosting service that allows users to 
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Table 9.1 Companies in the field of cloud computing (2)

Source: Wirtz (2024) 

 Amazon • Amazon is the largest retail company in the world and is active 

in cloud computing for both consumers and enterprise 

customers 

• For private individuals, Amazon offers a way to back up photos 

in the cloud via the Amazon Photos platform 

• Its subsidiary Amazon Web Services (AWS) is one of the 

world's leaders in cloud computing 

• Some major web services such as Netflix, Reddit and Dropbox 

use or have used AWS services and rely on AWS services 

• ... 

 Microsoft • Microsoft is a hardware and software provider and particularly 

known for the Windows operating system. In addition to operating 

systems, the company sells, e.g. other application programs, 

development environments and server products 

• Microsoft Azure represents a cloud computing platform of the 

company with over 200 products and services 

• The cloud platform offers specialized solutions in the retail, 

manufacturing and healthcare sectors, among others 

• Microsoft’s platform OneDrive offers consumers the option of 

backing up files in the cloud, in particular the benefit of installing 

the service directly on one's own computer and thus accessing the 

backed-up files from various devices regardless of location 

• ... 

 Alphabet/Google • Alphabet is particularly known for the Google search engine. In 

addition, Google offers numerous other web services, such as Gmail 

and YouTube 

• Google offers solutions in the field of cloud computing for both end 

consumers and companies 

• Google Drive represents a file hosting service that allows users to 

back up and edit files in the cloud 

• A special feature of Google Drive is that stored documents can be 

edited by multiple users simultaneously, directly in the cloud 

• For companies, Google offers numerous services in addition to the 

provision of storage space, e.g. for data analysis, as a programming 

environment or in the field of machine learning 

• Users of the Google Cloud include Apple, Twitter, or Spotify 

• ... 
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Fig. 9.8 Transactions in the blockchain

Source: Wirtz (2020, 2021, 2024)
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Fig. 9.9 Five-layer model of blockchain technology

Source: Wirtz (2024)
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Fig. 9.10 Market volume of blockchain technology worldwide

Source: Statista (2018), Wirtz (2024)
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Table 9.2 Applications of blockchain techology (1) 

Source: Wirtz (2024)

Blockchain applications Core aspects 

Cryptocurrencies 

 

 

 

• Cryptocurrencies use blockchain technology for transparent and tamper-proof 

transactions 

• Multiple transactions are stored in each data block and combined in a checksum 

• The use of several hash methods ensures that no transaction can be changed afterwards 

• The best-known examples of the use of the blockchain in cryptocurrencies are Bitcoin, 

Ethereum and Tether 

• … 

SCM / Supply chains 

 

 

 

• Blockchain technology can be used to document transactions within supply chains 

• By using the blockchain, it is possible for all parties involved to check the current status 

and all previous transactions at any time 

• Due to the tamper-proof nature, end consumers, for example, can be sure about the 

origin of products and their transport routes 

• Quality assurance is conceivable, for example, for products that require cooling; this 

can be done with the help of temperature sensors that save their measurement data in 

the blockchain 

• … 

Smart contracts 

 

 

 

• Smart contracts are programs that, with the help of blockchain technology, are able to 

be executed only when certain conditions are met 

• Smart contracts are often used to automate the execution of a contract 

• Smart contracts offer the benefit of certainty of execution of a contract since all parties 

must abide by the terms of the contract for execution 

• … 

Security 

 

 

 

• Due to its properties, blockchain technology can be used for various applications in the 

field of (cyber) security 

• So far, no successful attack on blockchain technology has been carried out using 

cryptographic hash functions 

• Blockchain technology can be used within access management to ensure that only 

authorized individuals have access to specific data or security areas 

• Using the blockchain, data can be encrypted and made accessible to other users as part 

of a key exchange 

• … 

Finance 

 

 

 

• In finance, blockchain technology offers the opportunity to leapfrog traditional 

intermediaries such as banks 

• Decentralized exchange (DEX), for example, represents a peer-to-peer marketplace 

where users can exchange, lend, and borrow cryptocurrencies 

• Unlike traditional financial transactions, DEXs offer complete transparency and reduce 

users' dependence on the intermediary 

• … 

NFT 

 

 

 

• NFTs (non-fungible tokens) represent unique digital assets 

• Storing them on a blockchain ensures the uniqueness of the object 

• NFTs can represent images, music or videos, for example 

• … 
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Table 9.2 Applications of blockchain techology (2)  

Source: Wirtz (2024)

Blockchain applications Core aspects 

Cryptocurrencies 

 

 

 

• Cryptocurrencies use blockchain technology for transparent and tamper-proof 

transactions 

• Multiple transactions are stored in each data block and combined in a checksum 

• The use of several hash methods ensures that no transaction can be changed afterwards 

• The best-known examples of the use of the blockchain in cryptocurrencies are Bitcoin, 

Ethereum and Tether 

• … 

SCM / Supply chains 

 

 

 

• Blockchain technology can be used to document transactions within supply chains 

• By using the blockchain, it is possible for all parties involved to check the current status 

and all previous transactions at any time 

• Due to the tamper-proof nature, end consumers, for example, can be sure about the 

origin of products and their transport routes 

• Quality assurance is conceivable, for example, for products that require cooling; this 

can be done with the help of temperature sensors that save their measurement data in 

the blockchain 

• … 

Smart contracts 

 

 

 

• Smart contracts are programs that, with the help of blockchain technology, are able to 

be executed only when certain conditions are met 

• Smart contracts are often used to automate the execution of a contract 

• Smart contracts offer the benefit of certainty of execution of a contract since all parties 

must abide by the terms of the contract for execution 

• … 

Security 

 

 

 

• Due to its properties, blockchain technology can be used for various applications in the 

field of (cyber) security 

• So far, no successful attack on blockchain technology has been carried out using 

cryptographic hash functions 

• Blockchain technology can be used within access management to ensure that only 

authorized individuals have access to specific data or security areas 

• Using the blockchain, data can be encrypted and made accessible to other users as part 

of a key exchange 

• … 

Finance 

 

 

 

• In finance, blockchain technology offers the opportunity to leapfrog traditional 

intermediaries such as banks 

• Decentralized exchange (DEX), for example, represents a peer-to-peer marketplace 

where users can exchange, lend, and borrow cryptocurrencies 

• Unlike traditional financial transactions, DEXs offer complete transparency and reduce 

users' dependence on the intermediary 

• … 

NFT 

 

 

 

• NFTs (non-fungible tokens) represent unique digital assets 

• Storing them on a blockchain ensures the uniqueness of the object 

• NFTs can represent images, music or videos, for example 

• … 

 



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 229

Fig. 9.11 Bitcoin exchange rate against the US dollar over time from 2013 to 2023 

Source: Investing (2023), Wirtz (2024)
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Chapter 9 Questions and topics for discussion

Source: Wirtz (2024)  
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Chapter 10: Digital Automation and Robotics 
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Table 10.1 Selected definitions of automation

Source: Wirtz (2010c, 2020b, 2021, 2024)

Author(s) Definition 

Stockwell (1994) “Automation is the use of combinations of mechanical and 

instrumental devices to replace, refine, extend or supplement human 

effort and facilities in the performance of a given process, in which at 

least one major operation is controlled without human intervention, by 

a feedback mechanism.” 

Esdar et al. (2010) “Automation is the operation of machinery without human 

supervision.” 

Kaur and Kaur (2014) “Automation is defined as a control system and technologies which 

reduces the human work in the production field.” 

Kopte and Pai (2015) “Automation is defined as the usage of machines thus eliminating 

human efforts to finish a task.” 

Kamaruddin et al. (2016) “Automation can also be defined as a self-regulating process 

performed by using programmable machines to carry out a series of 

tasks.” 

Acemoglu and Restrepo 

(2019) 

“Automation is the development and adoption of new technologies that 

enable capital to be substituted for labor in a range of tasks.” 

Nakatani (2022) “Automation is a technology that includes the categories of “robot” 

and “artificial intelligence” (AI).” 
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Definition of Automation 

Source: Wirtz (2024)

Definition of Automation (Wirtz 2024)

Automation refers to the partial or complete substitution of human work by 

machine based applications. This includes both purely software-based automation 

and mechatronic automation. Automation is characterized by the fact that the 

processes or applications generally require little or no human control. The main 

goal of automation is to improve the quality of human work processes  or to 

achieve cost advantages in order to ultimately increase competitiveness.
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Table 10.2 Selected definitions of robotics/robotization

Source: Wirtz (2024)

Author(s) Definition

R
o

b
o

ti
cs

Visser (2013)

“Robotics is defined as the intelligent

transformation of sensing into mechanical

action.”

Rajulu et al. (2016)

“Robotics is defined as a creation of

intelligent mechanical devices which can cope

with the complexities of the real world.”

Hatoum and Nassereddine (2020)
“Robotics is the science of designing,

building, and applying robots.”

R
o

b
o

ti
za

ti
o

n

Cho and Kim (2018)

“Robotization is the automation by robots, and

an infrastructure that can reduce the burden of

repetitive tasks and excessive workload.”

Sri et al. (2019)

“Robotization is the utilization of control

frameworks and information technologies to

decrease the requirement for human work in

the production of services and enterprises.”

Chemweno and Torn (2022)
“Robotization is when a robot is employed to

automate manual tasks.”
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Definition of Robotics/Roboziation

Source: Wirtz (2024)

Definition of Robotics/Robotization (Wirtz 2023)

Robotics involves the development and production of mechatronic systems that 

can partially or completely replace human labor. Robotization is the introduction 

and application of mechatronic systems in the form of robots. The main objective 

of robotics/robotization is the reduction of human labor and the realization of 

automation benefits with the main of achieving competitive advantages.  
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Fig. 10.1 Categorization of digital automation and robotics/robotization 

Source: Wirtz (2024)
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Fig. 10.2 Development of automation and robotization over time 

Source: Wirtz (2024)
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Table 10.3 Leading companies in the field of robotics (1)  

Source: Wirtz (2024)

Manufacturer Strategic Orientation Robot Types 

KUKA • The company KUKA is a global manufacturer 

of robotic systems 

• KUKA specializes in robots for industrial 

applications 

• In addition to classic industrial robots, the 

company is increasingly focusing on the field 

of human-robot collaboration 

• ... 

• SCARA robots 

• Delta robots 

• Jointed-arm robots 

• Gantry robots 

• Palletizing robots 

• … 

ABB • ABB is a global leader in the field of 

electrification and automation technology 

• The company operates in the fields of robotics, 

process automation, electrification, and drive 

technology 

• … 

• Delta robots 

• SCARA robots 

• Autonomous mobile robots 

• Jointed-arm robots 

• Gantry robots 

• … 

Boston Dynamics • Robotics company Boston Dynamics is 

considered one of the most advanced robotics 

companies in the world 

• Boston Dynamics works in particular on the 

development of autonomous walking robots 

• In addition to robotic systems for industrial 

applications such as logistics, the company 

also develops robots for military use, such as 

mine clearance 

• ... 

• Humanoid robots 

• Legged robots 

• Climbing robots 

• Small robots 

• … 

Universal Robots • Universal Robots is a manufacturer of 

lightweight robots 

• The company focuses on the collaboration of 

industrial lightweight robots to solve higher-

level tasks 

• ... 

• Table-top robots 

• Palletizing robots 

• Autonomous mobile robots 

• … 

FANUC • FANUC is a global electronics and mechanical 

engineering company and the largest 

manufacturer of industrial robots 

• In addition to robotics, the company is 

particularly active in the fields of machine 

tools and IoT technology 

• ... 

• Jointed-arm robots 

• Delta robots 

• Palletizing robots 

• SCARA robots 

• … 

Yaskawa Denki • Yaskawa Denki is one of the leading suppliers 

of industrial robots 

• In addition to robots, the company offers 

products in the fields of software, drive 

solutions, and power engineering 

• ... 

• Delta robots 

• Palletizing robots 

• Jointed-arm robots 

• SCARA robots 

• … 
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Table 10.3 Leading companies in the field of robotics (2) 

Source: Wirtz (2024)

Manufacturer Strategic Orientation Robot Types 

KUKA • The company KUKA is a global manufacturer 

of robotic systems 

• KUKA specializes in robots for industrial 

applications 

• In addition to classic industrial robots, the 

company is increasingly focusing on the field 

of human-robot collaboration 

• ... 

• SCARA robots 

• Delta robots 

• Jointed-arm robots 

• Gantry robots 

• Palletizing robots 

• … 

ABB • ABB is a global leader in the field of 

electrification and automation technology 

• The company operates in the fields of robotics, 

process automation, electrification, and drive 

technology 

• … 

• Delta robots 

• SCARA robots 

• Autonomous mobile robots 

• Jointed-arm robots 

• Gantry robots 

• … 

Boston Dynamics • Robotics company Boston Dynamics is 

considered one of the most advanced robotics 

companies in the world 

• Boston Dynamics works in particular on the 

development of autonomous walking robots 

• In addition to robotic systems for industrial 

applications such as logistics, the company 

also develops robots for military use, such as 

mine clearance 

• ... 

• Humanoid robots 

• Legged robots 

• Climbing robots 

• Small robots 

• … 

Universal Robots • Universal Robots is a manufacturer of 

lightweight robots 

• The company focuses on the collaboration of 

industrial lightweight robots to solve higher-

level tasks 

• ... 

• Table-top robots 

• Palletizing robots 

• Autonomous mobile robots 

• … 

FANUC • FANUC is a global electronics and mechanical 

engineering company and the largest 

manufacturer of industrial robots 

• In addition to robotics, the company is 

particularly active in the fields of machine 

tools and IoT technology 

• ... 

• Jointed-arm robots 

• Delta robots 

• Palletizing robots 

• SCARA robots 

• … 

Yaskawa Denki • Yaskawa Denki is one of the leading suppliers 

of industrial robots 

• In addition to robots, the company offers 

products in the fields of software, drive 

solutions, and power engineering 

• ... 

• Delta robots 

• Palletizing robots 

• Jointed-arm robots 

• SCARA robots 

• … 
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Fig. 10.3 Market development by robot application field  

Source: BCG (2021), Wirtz (2024)
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Fig. 10.4 Automation potential by industry   

Source: PwC (2018), Wirtz (2024)
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Fig. 10.5 Automation potential in specific occupational groups    

Source: PwC (2018), Wirtz (2024)

8%

11%

24%

29%
30%

48% 48%

54%

65%

0%

10%

20%

30%

40%

50%

60%

70%



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 243

Fig. 10.6 Distinction between software and robot automation 

Source: Wirtz (2024)
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Fig. 10.7 Categorization of software-based automation 

Source: Wirtz (2024)
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Fig. 10.8 Application areas of robot-based mechatronic automation 

Source: Wirtz (2024)
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…
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•Robots in industry and agriculture have the goal 

of largely substituting human labor in production 

areas

•They are used in industry, e.g. for welding, 

bonding, screwing, soldering, and assembly, and 

in agriculture, e.g. for automated fertilization, 

driving, and preparation of agricultural products

•Medical robotics is used to facilitate human work 

in healthcare and improve human health

•Applications can be found in medical diagnostics, 

in the precise control of medical interventions, and 

in health therapy, e.g. in the automation of 

assistive devices such as exoskeletons

•Social robots aim to provide social and emotional 

support to humans

•Applications can be found in particular in nursing, 

where social robots support nursing staff. Further 

applications can be found in entertainment, where 

robots are used for emotional-intellectual 

exchange, e.g. in the form of robot pets

•The aim of police/rescue robots is to facilitate the 

work of the police and civil protection and to 

reduce dangers to humans

•Police robots are used to facilitate surveillance, 

e.g. at major events, or to reduce crime in cities. 

Rescue robots are used in dangerous situations, 

e.g. after earthquakes, fires, floods, etc.

•The goal of service robots is to replace/automate 

or support human labor in the service sector and 

to expand the range of services provided

•The simplest application examples are vending 

machines, more complex services are e.g. the use 

of humanoid service robots as receptionists in 

hotels and restaurants

•The goal of autonomous mobility robots is to 

replace/automate or support human control of 

vehicles

•Autonomous control is used in particular in 

passenger cars, but also in the industrial sector, in 

the control of trains, ships, and airplanes

•…

•…

•…

•The goal of military and combat robots is to 

increase military potential and reduce hazards to 

humans

•Military robots are used in all areas of combat, e.g. 

combat drones (Reaper), combat robots (Boston 

Dynamics), or battle tanks (Rheinmetall)
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Fig. 10.9 Application areas of robot-based mechatronic automation 

Source: Wirtz (2024)
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• Robot-assisted research and salvage operations on the seabed

• ...

• Agile four-legged walking robots that can independently navigate different 

environments

• Example: Spot from Boston Dynamics

• ...

• Flying robots

• Example: DJI drones, Volocopter, Predator/Reaper, Heron, Bayraktar, Alitus

• ...

• Umbrella term for all robots that can move independently

• Fields of application: traffic, inspection, care

• ...

Diagnostic Robots
• Analytics/diagnosis of diseases

• Example: PETRA diagnostic robot from Merck

• ...

• Robots in industry and agriculture have the goal of largely 

substituting human labor in production areas

• They are used in industry, e.g. for welding, bonding, screwing, 

soldering, and assembly, and in agriculture, e.g. for automated 

fertilizing, driving, and processing of agricultural products

…

•Medical robotics serves to facilitate human work in healthcare and 

improve human health

•Applications can be found in medical diagnostics, precise control of 

medical interventions, and health therapy, e.g., automation of 

assistive devices such as exoskeletons

• Social robots aim to provide social and emotional support to 

humans

•Applications can be found in particular in nursing, where social 

robots support nursing staff. Further applications can be found in 

entertainment, where robots are used for emotional-intellectual 

exchange, e.g. in the form of robot pets

• The goal of military and combat robots is to increase military 

potential and reduce threats to humans

•Military robots are used in all areas of combat, e.g., combat drones 

(Reaper), combat robots (Boston Dynamics), or battle tanks 

(Rheinmetall)

• The aim of police/rescue robots is to facilitate the work of the 

police and civil protection and to reduce dangers to humans

• Police robots are used to facilitate surveillance, e.g. at major events, 

or to reduce crime in cities. Rescue robots are used in dangerous 

situations, e.g. after earthquakes, fires, floods, etc.

• The goal of service robots is to replace/automate or support human 

labor in the service sector and to expand the service spectrum

• The simplest application examples are vending machines, more 

complex services are e.g. the use of humanoid service robots as 

receptionists in hotels and restaurants

…

Robot typesRobot application fields

Autonomous 

Mobility Robots

• The goal of autonomous mobility robots is to replace/automate or 

support human control of vehicles

•Autonomous control is used in particular in passenger cars, but also 

in the industrial sector, in the control of trains, ships, and airplanes

Space Probes/Robots
• Areas of application: Space expeditions

• Examples: Mars rovers Curiosity, Perseverance, and Zhurong

• ....

•…

•…
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Fig. 10.10 Stages of digital automation and robotics 

Source: Wirtz (2020, 2024)
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Fig. 10.11 Functional logic of software-based automation 

Source: Wirtz (2024)
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Fig. 10.12 System architecture of robot-based automation 

Source: Wirtz (2024)
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Fig. 10.13 3-Level Model of Human-Robot Interaction 

Source: Wirtz (2024)
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Fig. 10.14 4-Level Model of Digital Automation Intensity 

Source: Wirtz (2024)
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Fig. 10.15 Capability pyramid of digital automation 

Source: Wirtz (2024)
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Fig. 10.16 5-Phase Model of Digital Automation 

Source: Wirtz (2024)

1st Phase

Basic Robot

Automation

2000 2010 2020 2030 2060

• Primary focus is on 

automation with simple 

mechatronic industrial 

robots

• Operating with simple 

software systems

• No AI systems, 

comparatively low 

technological system 

complexity

• Strong human control 

component

• …

2nd Phase

Advanced Robot 

Automation

3rd Phase

Algorithm Automation

4th Phase

Hybrid Augmentation 

Automation

5th Phase

Superior Autonomy 

Automation

• Primary focus is on 

automation with complex 

mechatronic industrial 

robots

• Operating with high-

performance software 

systems

• Low AI system utilization, 

higher technological 

system complexity

• …

• Primary focus is on 

automation with AI 

algorithms

• AI software systems are 

establishing themselves 

as a cross-cutting 

technology

• Era of AI language 

models, e.g. ChatGPT

• …
• Primary focus is on 

merging automation of AI 

algorithms and robots

• Hybrid systems establish 

themselves as automation 

cross-cutting technology

• Era of integrated AI 

robots

• …

• Autonomous AI software 

systems dominate society 

and the economy

• AI-based robots and AI 

programs provide 

overwhelming share of 

value creation

• Era of AI autonomy

• …

Blue collar worker Blue collar worker White collar worker Blue & white collar worker Digital automated collar worker



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 254

Fig. 10.17 Strategy type of digital automation 

Source: Wirtz (2024)

Digital Automation 

Strategy Type

Cross Automation 

Disruptor

Automation Process 

Optimizer 

Automation Leader

Automation Layer 

Player

Partial Automation 

Adapter

• Digital automation as a disruption basis to radically reshape competitive strategy, business model, and industry structure

• Complete automation of all value creation stages and value creation activities - human labor is comprehensively 

substituted (completely machine-automated value creation)

• ...

• Digital automation as a guiding principle for shaping competitive strategy, business model, and industry structure

• Comprehensive automation of value creation stages and value creation activities - human labor is substituted by 

machine task completion (intensively automated value creation)

• ...

In
c
re

a
se

 in
 a

u
to

m
a
tio

n
 c

a
p

a
b

ilitie
s a

n
d

 d
e
g

re
e
 o

f a
u

to
m

a
tio

n
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• ...

• Digital automation as a support function for strategy, business model and value creation

• Partial automation of individual value creation activities to support the non-automated core business - human work is 

supported by machines

• ...

• Digital automation as a design principle for optimizing value creation stages

• Automation of core value creation stages and core value creation activities - human labor is successively substituted by 

machine task completion (automated value creation via individual value creation stages - e.g. fully automated 

procurement)

• ...
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Fig. 10.18 5-Component Model of Digital Automation 

Source: Wirtz (2024)
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Fig. 10.19 Opportunities and risks of digital automation 

Source: Wirtz (2024)
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Fig. 10.20 Governance of digital automation 

Source: Wirtz (2024)
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Chapter 10 Questions and topics for discussion 

Source: Wirtz (2024)
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Chapter 11: Digital Platforms, Sharing Economy and 

Crowd Strategies 



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 260

Fig. 11.1 Key elements of a platform environment 

Source: Wirtz (2020, 2021), 

Wirtz (2024)
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Fig. 11.2 Interactions on a platform environment  

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 11.1 Comparison of platform providers (1) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 11.1 Comparison of platform providers (1) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 11.1 Comparison of platform providers (2) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 11.1 Comparison of platform providers (3) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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Fig. 11.3 Sales via Amazon from thrid-party sellers

Source: Market Pulse (2022), Wirtz (2024)
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Fig. 11.4 Summary of the terms possession and ownership in the shareconomy

Source: Wirtz (2020, 2021), Wirtz (2024)
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Fig. 11.5 SSU Sharing Platform Model 

Source: Wirtz (2020, 2021), 

Wirtz (2024)
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Table 11.2 Applications of the shareconomy (1) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 11.2 Applications of the shareconomy (2) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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Table 11.2 Applications of the shareconomy (3) 

Source: Wirtz (2020, 2021), Wirtz (2024)
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• DesignCrowd 

• … 
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Fig. 11.6 ICB Crowdfunding Platform Model 

Source: Wirtz (2020, 2021), 

Wirtz (2024)
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Table 11.3 Categories and application examples of finance-related crowdsourcing

services

Source: Wirtz (2020, 2021), Wirtz (2024)

Crowdsourcing type Description Customer benefits Examples 

Crowdfunding • A mostly idealistic 

financial support of a 

project for a non-

monetary report 

• … 

• Large public/pre-

marketing 

• Easy access to capital 

• Mobilization of 

stakeholders 

• Hardly any expenses 

• … 

• Kickstarter.com 

• Indiegogo.com 

• … 

Crowd investing • A small financial 

investment in a 

project that is 

characterized by profit 

sharing 

• … 

• Large public/pre-

marketing 

• Easy access to capital 

• Access to investors 

• … 

• Seedinvest.com 

• Wefunder.com 

• MicroVentures.com 

• … 

P2P lending (borrow 

and lend privately) 
• An online-based 

personal loan method 

where there are no 

intermediaries besides 

the platform 

• … 

• Risk transformation 

• Lot size transformation 

• Cheap way to raise 

capital 

• Comparatively high 

returns 

• … 

• Auxmoney.com 

• Zopa.com 

• Bondora.com 

• … 

Social trading • Investment decisions 

are discussed and 

made in the Internet 

community (copy and 

mirror trading) 

• … 

• Exchange of expertise 

• Cooperation based on 

skills 

• Performance 

compensation 

• … 

• eToro.com 

• Dukascopy.com 

• … 
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Chapter 11 Questions and topics for discussion

Source: Wirtz (2024)
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Chapter 12: Digital Ecosystem, Disintermediation 

and Disruption 
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Definition of Digital Ecosystem  

Source: Wirtz (2021), Wirtz (2024)

Definition of Digital Ecosystem (Wirtz 2021, 2024)

A digital ecosystem is an integrated framework of different digital actors, value 

chains and business relationships that represent all digital business activities 

leading to a dynamic and complex relationship network that collaboratively 

creates value in order to generate a competitive advantage. 
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Fig. 12.1 Sub-models within a digital ecosystem 

Source: Wirtz (2021), Wirtz (2024)

Digital Ecosystem

Software Infrastructure Model

Physical Infrastructure Model

Interaction and Services Model

Collaboration Model

Governance Model

Digital Ecosystem Structure (Organizational Models)

Digital Ecosystem Technical Operations (Operational Models)

D
ig

it
a
l 
E
co

sy
st

e
m

 S
u

b
-M

o
d

e
ls



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 278

Fig. 12.2  Integrated Digital Ecosystem Framework (part 1)

Source: Wirtz (2021), Wirtz (2024)
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Fig. 12.3 Integrated Digital Ecosystem Framework (part 2)

Source: Wirtz (2021), Wirtz (2024)
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Fig. 12.4 Digital disintermediation 

Source: Wirtz (2020b, 2021), Wirtz (2024)
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Fig. 12.5 Opportunities of digital disintermediation for the manufacturer 

Source: Wirtz (2000, 2021), Wirtz (2024)

Digital disintermediation

by the manufacturer

• The manufacturer carries 

out the central functions of 

the trade

• Trade is becoming partly 

obsolete in the value chain

• The manufacturer has two 

decisive advantages 

through digital 

disintermediation

Margin potential

• The margin previously 

claimed by retailers no 

longer applies

• The additional expenses of 

the manufacturers will 

usually not absorb them

Customer data

• The manufacturer gains 

direct access to the 

customer

• The manufacturer can gain 

impulses for product 

development through the 

collection of customer data
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Fig. 12.6  Development of revenues of HelloFresh 

Source: HelloFresh Group (2023), Wirtz (2024)
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Fig. 12.7 Website HelloFresh 

Source: HelloFresh (2023), Wirtz (2024)

Choice of

preferences

Customization
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Fig. 12.8 Forms of digital transformation 

Data Source: Wirtz (2024)
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• …
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Low
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value creation
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Fig. 12.9 Layers of the Nine-Level Model of Digital Disruption 

Source: Wirtz (2024)
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Fig. 12.10 Nine-Level Model of the Digital Disruption (part 1)

Source: Wirtz (2024)
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Fig. 12.11 Nine-Level Model of Digital Disruption (part 2)

Source: Wirtz (2024)
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Fig. 12.12  Nine-Level Model of Digital Disruption (part 3)

Source: Wirtz (2024)

Types of Technology-Enabled Digital Disruption Strategies

Digital disruption response strategies (incumbents)

Digital disruption strategies (disruptor)

Phases of Digital Disruption

2. Disruption phase

Introduction of the innovation

• Technological inventions

• Legal and procedural inventions 

• New organizational and 

combinational developments 

• …

• Market readiness and introduction of 

the invention

• Customer and market acceptance of 

the invention

• Disruptive innovation diffusion

• …

• Digital disruptive innovation leads to 

fundamental market and competition 

upheavals

• Existing suppliers suffer from 

significant loss in market share

• Intensity of competition increase

• …

1. Disruption phase

Development of the invention

3. Disruption phase

Erosion of established 

companies and market structures

4. Disruption phase

Assumption of dominant market 

position by the disruptor 

• Disruptor takes over dominant market 

maker position

• Growth of complementary follow-up 

services on the basis of  digital disruption 

(development of new ecosystems)

• …

Deterrence or protection strategy Cooperation strategy Harvest or exit strategy

• Destruction strategy against disruptor

• Focus on establishing market entry barriers for 

disruptors and preventing access to customers

• Focus on deterrence capabilities / all-or-nothing 

strategy

• Cooperation with disruptor (e.g., cab companies 

listed on Uber, hotels listed on Airbnb)

• Cooperation with incumbents as 

deterrence/defence cooperation strategy

• Focus on cooperation and alliance capabilities to 

avert disruptions

• Coexistence with disruptor and exploitation of 
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Fig. 12.13 Nine-Level Model of Digital Disruption (part 4)

Source: Wirtz (2024)
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Fig. 12.14 Comparison of value-added models and connection to the BM concept 

Source: Wirtz (2010, 2020a), Wirtz (2024)
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Fig. 12.15 Integrating the value chain 

Source: Wirtz and Becker (2002b); Wirtz (2020a, 2024)
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Fig. 12.16 Focusing on a value chain layer

Source: Wirtz and Becker (2002b), Wirtz (2020a, 2024)
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Procurement Layer Specialist

Characteristics
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• UPS Distribution 

(Logistics)

• SAP Procurement
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Fig. 12.17 Coordination of external providers 

Source: Wirtz and Becker (2002b), Wirtz (2020a, 2024)
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Fig. 12.18 Creating new markets as a pioneer  

Source: Wirtz and Becker (2002b), Wirtz (2020a, 2024)
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Fig. 12.19 Digital disruption strategies (disruptor)

Source: Wirtz (2024)

Digital disruption strategies (disruptor)

Core value digital interface strategy Integrated vertical business strategy

• Focus and capture of the core value interface and 

assumption of a gatekeeper position

• Low depth and complexity of value creation

• Focus on one part of the vertical value chain, while keeping 

other parts of the value chain externalized

• Disruption of incumbents’ customer relationship and 

takeover of customer inferface

• Economies-of-scale strategy

• E.g., Uber and Airbnb

• Focus and capture of entire business along the value 

chain

• High depth and complexity of value creation 

• Vertical integration strategy / value creation mainly within 

the disruptor

• Takeover of incumbents‘ customer relationship and the 

entire value creation

• Economies-of-scale and economies-of-scope strategy

• E.g., Amazon and Netflix
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Table 12.1 Corporate examples of digital disruptors (1) 

Source: Wirtz (2020b, 

2021, 2024)

Source: Wirtz (2020b, 2021, 2024)
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Table 12.1 Corporate examples of digital disruptors (2) 

Source: Wirtz (2020b, 2021, 2024)

Airbnb 

(Private 

Rentals) 

• Core value digital 

interface strategy 

• Global offer of 

new/additional 

housing for travelers  

• Creation of new 

market segments 

• Global economies of 

scale and scope 

• Information 

technology market 

dominance 

• … 

• Initiation, negotiation 

and processing of 

transactions in the 

form of 

accommodation 

bookings 

• Substitution of 

traditional transaction 

phases via the 

Internet 

• Information 

brokerage and 

sharing economy as 

complementary rental 

offers 

• … 

• Globally positioned 

rental offer from 

rentals for landlords 

• Globally available 

offer 

• Insurance cover for 

bookings via the 

platform (residential 

property owners) 

• Lower costs than 

traditional rentals 

(hotels) 

• Authentic and 

individual 

accommodation 

• Transparent 

evaluation system 

• … 

• Erosion of market 

shares in the hotel 

and catering industry 

• Shift in user 

preferences  

• Intensification of price 

pressure and scarcity 

in the market for 

rental housing in 

urban centers 

• Growing tourism 

through cost 

reduction  

• Regulatory effort by 

state actors 

• … 

Amazon 

(e-Commerce) 

• Integrated vertical 

business strategy 

• Creation of 

ecosystems for direct 

sales between 

manufacturer and 

customer 

• Establishment of a 

global e-commerce 

platform with the 

highest number of 

customers and 

product variety 

(longtail) 

• Professional, global 

and fast logistics 

leader 

• Decentralized, device-

independent, 

independent of time 

and place 

• … 

• Initiation, negotiation 

and processing of 

transactions in the 

form of purchases of 

all kinds 

• Substitution of 

traditional transaction 

phases via the 

Internet 

• Establishment of the 

central interface 

between buyer/ 

manufacturer 

• Large customer 

database and 

systematic use of AI 

and big data 

• …  

• High breadth and 

depth of product 

offer (product variety) 

• Customer-centric 

individual commerce 

offers 

• Reliable service and 

fast delivery 

• Value for money 

• … 

• Erosion of the retail 

trade  

• Shift in consumer 

preferences 

• Major 

disintermediation in 

various sectors 

• Monopoly structures  

• Adaptation of pricing 

strategies 

• Establishment of a 

new ecosystem 

• … 
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Table 12.1 Corporate examples of digital disruptors (3) 

Source: Wirtz (2020b, 2021, 2024)

Apple iPhone 

(Smart-

phones) 

• Integrated vertical 

business strategy 

• Establishment of a 

novel universal 

mobile media device  

• Digital and 

technological market 

dominance 

• Strategic 

establishment of a 

device-related 

ecosystem (new 

software and 

architecture) 

• … 

• Supplementation/ 

substitution of 

traditional transaction 

phases via the 

Internet (Apple Buy) 

• Worldwide 

distribution of 

universal mobile 

media device 

• Building new software 

and ecosystems 

• Establishment of new 

location-based 

services 

• … 

• Universally usable 

individualized micro 

computers 

• Creation of a 

communication 

platform 

• Haptic control of the 

interface 

• Worldwide 

networking through 

Internet access 

• High personalization 

through applications 

and user data 

evaluation 

• … 

• Abandonment of the 

conventional mobile 

phone 

• Erosion of established 

mobile phone 

manufacturers 

• Building of a new 

ecosystem (Apple 

world) 

• Development of new 

market segments 

• Creation of 

complementary 

follow-up services 

based on the 

disruption 

• … 

Uber 

(Ride-

Sharing)  

• Core value digital 

interface strategy 

• Creation of a new 

mobility segment in 

passenger transport 

(development of 

individual passenger 

transport through 

unused private 

vehicles and available 

manpower 

• Digital and 

technological market 

leader position 

• High economies of 

scale and economies 

of scope 

• … 

• Initiation, negotiation 

and processing of 

transactions in the 

form of transport 

bookings 

• Supplementation/ 

substitution of 

traditional transaction 

phases via the 

Internet 

• Placement of 

individual private 

transport services via 

an app in a digital 

network 

• Increase in the 

utilization of private 

vehicles 

• … 

• Possibility to generate 

additional income 

(Uber driver) 
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Fig. 12.20 Development of Netflix revenue 

Source: Netflix Inc. (2020, 2024) and previous datasets 
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Chapter 12 Questions and topics for discussion  

Source: Wirtz (2024)  
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Chapter 13: Digital Business Models
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Fig. 13.1 Performance system

Source: Wirtz (2005, 2024)
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Definition of Assets and Core Assets

Source: Wirtz (2005, 2022a, 2024)

Definition of Assets and Core Assets (Wirtz 2005, 2022a, 2024)

Assets are tangible and intangible resources that form the basis for the activities

and the competitiveness of a company. Core assets concern company-specific

assets that were accumulated in-house or were at least refined and that have a

special intrinsic value for a company’s value creation process. They are relatively

scarce and are difficult to imitate or substitute. Core assets form the basis for a

lasting digital business advantage.
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Fig. 13.2 Core competencies 

Source: Prahalad and Hamel (2006), Wirtz (2024)
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Definition of Competencies and Core Competencies

Source: Wirtz (2005, 2022a, 2024)

Definition of Digital Transformation (Wirtz 2005, 2022a, 2024)

Competencies form the foundation for the collective action in a company and

facilitate the service creation process, in which assets and core assets are

combined into marketable services. Core competencies are a special form of

competencies. They are relatively scarce and do not lend themselves to imitation

or substitution by the competition. Core competencies make a significant

contribution to the perceived customer benefits and provide companies with a

lasting digital business advantage.
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Fig. 13.3 Core asset and core competency development 

Source: Wirtz (2005, 2022a, 2024)
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Definition of Business Model 

Source: Wirtz (2011a, 2011b, 2024)

Definition of Business Model (Wirtz 2011a, 2011b, 2024)

A business model is a simplified and aggregated representation of the relevant

services, processes and activities of a company describing how information,

products and services that create additional value are developed and managed,

while also considering strategic and processual as well as demand components to

support sustainable value creation.
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Fig. 13.4 Partial models of the Integrated Digital Business Model 

Source: Wirtz (2010, 2021b, 2024)
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Fig. 13.5 Revenue scheme of digital business companies 

Source: Wirtz (2000, 2020b), Wirtz (2024)
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Fig. 13.6 Interactions of the partial business models 

Source: Wirtz (2010, 2011a, 2021b), Wirtz (2024)
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Fig. 13.7 4C-Net Business Model 

Source: Wirtz (2000, 2021b), Wirtz (2024)

• Compilation (packaging)

• Presentation and

• Provision of content on a domestic

platform

• Initiation and/or

• Settlement of business transactions

Content Commerce

• Classification and

• Systematization of information

available on the Internet

• Creation of the possibility to exchange

information in networks

Context Connection



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 312

Fig. 13.8 The Content Business Model 

Source: Wirtz (2001a, 2021b), Wirtz (2024)

• Digital Games

− partypoker.com

− …

• Digital Movies

− vudu.com

− …

• Digital Prints

− gutenberg.org

− worldlibrary.net

− …

• Digital Music

− deezer.com

− …

• …

Content

• Compilation (packaging)

• Depiction and provision of content

on a domestic platform

• Digital Politics

− state.gov

− un.org

− europa.eu

− …

• Digital Culture

− aam-us.org

− si.edu

− archdigest.com

− …

• Digital Economics

− wsj.com

− dnb.com

− …

• …

E- E-Digital Information
Digital 

Entertainment
Digital Education

− nba.com
− sportsline.com
− ...

Digital Infotainment

• Virtual University

− vu.org

− …

• Public Education

− salto-youth.net

− mheducation.com

− …

• …



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 313

Fig. 13.9 Aggregated value chain of the Content Business Model  

Source: Wirtz (2010, 2021b), Wirtz (2024)
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Fig. 13.10 Core assets and competencies of the Content Business Model 

Source: Wirtz (2010, 2021b), Wirtz (2024)
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Fig. 13.11 The business model of the Financial Times 

Source: Wirtz (2000, 2013a, 2021b), Wirtz (2024) and own analysis and estimations
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Fig. 13.12 Homepage Wikipedia

Source: Wikipedia (2023a), Wirtz (2024) 
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Fig. 13.13 Business model of Wikipedia 

Source: Wikipedia (2023a), Wirtz (2024) 
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Fig. 13.14 Strategic orientation of Wikipedia  

Source: Wirtz (2010, 2021b), Wirtz (2024) 
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Fig. 13.15 The Commerce Business Model   

Source: Wirtz (2010, 2021b), Wirtz (2024) 
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Fig. 13.16 Aggregated value chain of the Commerce Business Model 

Source: Wirtz (2010, 2021b), Wirtz (2024) 
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Fig. 13.17 Core assets and competencies of the Commerce Business Model 

Source: Wirtz (2010, 2021b), Wirtz (2024) 
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Fig. 13.18 Example of context-specific advertising of Google 

Source: Google (2023), Wirtz (2024) 
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Fig. 13.19 Types of auctions

Source: Wirtz (2010, 2021b, 2024) 
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Fig. 13.20 Business model of eBay 

Source: Wirtz (2010, 2021b, 2024) and own analysis and estimations  
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Fig. 13.21 Strategic orientation of eBay 

Source: Wirtz (2010, 2021b, 2024)  
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Fig. 13.22 The Context Business Model  

Source: Wirtz (2001a, 2021b, 2024)  
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Fig. 13.23 Aggregated value chain of the Context Business Model 

Source: Wirtz (2010, 2021b, 2024)  
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Fig. 13.24 Server structure and interaction for the search query 

Source: Wirtz (2010, 2021b, 2024)  
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Fig. 13.25 Integrated search results of the search engine 

Source: Google (2023i),  Wirtz (2024)  
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Fig. 13.26 Google Ads Information Website 

Source: Google (2023j),  Wirtz (2023)  

Support via 

Phone or Expert 

Chat

Summary of 

Customer Goals

Information on 

Budget Functions



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 331

Fig. 13.27 Google Street View 

Source: Google (2023n),  Wirtz (2023)  
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Fig. 13.28 Core assets and competencies of the Context Business Model 

Source: Wirtz (2024)  
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Fig. 13.29 Business Model of Bing 

Source: based on Wirtz (2010, 2021b, 2024)  and own analysis and estimations
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Fig. 13.30 Strategic orientation of Bing 

Source: Wirtz (2010, 2021b, 2024)
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Fig. 13.31 The Connection Business Model 

Source: Wirtz (2001a, 2021b, 2024)

Connection

• Creation of the possibility to 

exchange information in networks

Intra-Connection

• Community

- Social Networks

- Facebook.com

- LinkedIn.com

- …

- Social Messaging

- Skype.com

- WeChat.com

- Twitter.com

- …

- Customer Exchange

- Flickr.com

- Monster.com

- …

- Customer Opinion Portals

- Yelp.com

- …

• Mailing Services

- Gmail.com

- …

• ...

Inter-Connection

• Fixed Connection

- Earthlink.net

- Sonic.com

- …

• M-Connection

- Att.com

- T-mobile.com

- …

• ...



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 336

Fig. 13.32 Aggregated value chain of the Connection Business Model 

Source: Wirtz (2010, 2021b, 2024)
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Fig. 13.33 Core assets and competencies of a connection provider 

Source: Wirtz (2010, 2021b, 2024)
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Fig. 13.34 Free vs. paid subscription packages

Source: Google (2023c), Wirtz (2024)
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Fig. 13.35 M-connection providers in the UK

Source: Wirtz (2019, 2021b, 2024) and own research and estimations
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Fig. 13.36 Business model of LinkedIn 

Source: Wirtz (2010, 2021b, 2024) and own research and estimations
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Fig. 13.37 Strategic orientation of LinkedIn 

Source: Wirtz (2010, 2021b, 2024) 
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Fig. 13.38 Reasons of the development of hybrid business models 

Source: Wirtz (2001a, 2021b, 2024) 
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Fig. 13.39 Development of Google’s hybrid business model (1) 

Source: based on Wirtz (2010, 2021b, 2024) and own analysis, estimations, and updates  
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Fig. 13.39 Development of Google’s hybrid business model (2) 

Source: based on Wirtz (2010, 2021b, 2023) and own analysis, estimations, and updates  
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Fig. 13.40 Google as Internet gatekeeper of information 

Source: Wirtz (2010, 2021b, 2024) and updates  
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Chapter 13 Questions and topics for discussion  

Source: Wirtz (2024)  
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Chapter 14: Digital B2B Business Models
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Fig. 14.1 4S-Net Business Model 

Source: Wirtz (2010b, 2021, 2024)

• Initiation and/or

• Settlement of direct B2B business 

transactions from buyer to seller

• Initiation and/or 

• Settlement of business transactions from 

seller to buyer

Sourcing Sales

• Supporting collaborative value generation

• Collaborative research and development

• Collaborative production

• Collaborative sale

• Support of B2B business transactions

• Providing information and marketplaces of 

third parties

Supportive Collaboration Service Broker



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 349

Fig. 14.2 B2B Sourcing Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.3 Aggregated value chain of the Sourcing Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.4 Core assets and core competencies of the Sourcing Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.5 B2B Sales Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.6 Aggregated value chain of the Sales Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.7 Core assets and core competencies of the Sales Business Model 

Source: Wirtz (2010b, 2021, 2024)

Competitive Advantage 

Core Assets
Core 

Competencies

• Customer base

• Key account network

• Branding

• Distribution structure

• IT platform

• Negotiation skills

• Pricing skills

• Installation and 

establishment of 

technical infrastructure



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 355

Fig. 14.8 B2B Supportive Collaboration Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.9 Aggregated value chain of the Supportive Collaboration Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.10 Core assets and core competencies of the Supportive Collaboration

Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.11 B2B Service Broker Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.12  Aggregated value chain of the Service Broker Business Model 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 14.13 Core assets and core competencies of the Service Broker Business 

Model 

Source: Wirtz (2010b, 2021, 2024)
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Chapter 14 Questions and topics for discussion

Source: Wirtz (2024)
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Chapter 15: Digital Business Strategy 
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Fig. 15.1 Scheme of evolution and change processes in the Internet economy

Source: Wirtz (2000c, 2021, 2024)
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Definition of Digital Business Strategy  

Source: Wirtz (2001a,2021,2024)

Definition of Digital Business Strategy (Wirtz 2001a,2021,2023)

Against the background of substantial evolutionary dynamics, digital business

strategy can be defined as a mostly medium-term direction of corporate behavior

that takes into account external market and competitive conditions, resource

dispositions as well as core competencies, ultimately serving to achieve

sustainable competitive advantage.
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Fig. 15.2 Classification of the digital business strategy in the corporate context  

Source: Wirtz (2020a, 2021, 2023)
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Fig. 15.3 4-Forces Model of Digital Business 

Source: Wirtz (2000c, 2021, 2024)
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Fig. 15.4 4-Level Convergence Model 

Source: Wirtz (2006, 2020b, 2021, 2024)

Sector convergence

Company convergence

Business unit convergence

Product/Service convergence

H
ig

h
L
e
v
e
l 
o

f 
a
g

g
re

g
a
ti

o
n

L
o

w

• Convergence of a growing number of companies 

within the sectors involved finally leads to a 

convergence of these sectors

• Convergence forces companies to reassess their position 

within the value chain

• Reconfiguration of the value chain leads to the merger of 

companies’ boundaries

• Product convergence affects various business units of a 

company or business units of different companies

• Chances and risks through coordination and cooperation

• Convergence of products/services

• Convergence of distribution channels

• Convergence of end devices through integration of 

functionalities



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 368

Fig 15.5 Determinants of convergence 

Source: Wirtz (2000e, 2020a, 2021, 2024)
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Fig. 15.6 Performance of microprocessors 

Source: Adapted from Wirtz (2013, 2021, 2024)
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Fig. 15.7 Forms of open innovation 

Source: Wirtz (2020a, 2021, 2024)
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Fig. 15.8 Effects of digitization 

Source: Wirtz (2000c, 2021, 2024)
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Fig. 15.9 Decrease of the average copy costs with increasing output quantity  

Source: Wirtz (2000d, 2020a, 2021, 2024)
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Fig. 15.10 Exemplary illustration of the price differences among different 

providers by shopsavvy.com

Source: shopping.com (2020), Wirtz (2024)
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Fig. 15.11 The proliferation effect of individualized products 

Source: Wirtz (2000c, 2021, 2024)
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Fig. 15.12 Changed cost/opportunity ratio of market entry 

Source: Wirtz (2000c, 2021, 2024)
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Fig. 15.13 Digital business value chain

Source: Wirtz (2000c, 2020a, 2021, 2024)
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Fig. 15.14 Model of Digital Business Value Activity System (dVAS)

Source: Wirtz (2021, 2024)
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Fig. 15.15 Taxonomy of digital business strategy development 

Source: Wirtz (2001a, 2021, 2024)
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Fig. 15.16 Digital business vision 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 15.17 Primary and secondary stakeholders of Amazon 

Source: Wirtz (2020a, 2021, 2024)
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Fig. 15.18 Goals of digital strategies 

Source: Wirtz (2020a, 2021, 2024)
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Fig. 15.19 Elements of the situational digital business analysis 

Source: Wirtz (2001a, 2021, 2024)
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Table 15.1 Criteria for customer segmentation (1)

Source: Wirtz (2020a, 2021, 2024)

Type of criterion Differentiation criteria for the digital business consumer 

goods market 

Socio-demographic criteria • Gender 

• Age 

• Family status 

• Profession 

• Education 

• Income 

• Household size / number of children 

• Lifestyle 

• Religion 

• Nationality 

• … 

Psychographic criteria • Personal characteristics 

• Attitude 

• Behavior 

• Expected benefits 

• Usage rate 

• Usage status 

• Risk appetite 

• … 

Behavior-based criteria • Usage rate 

• Usage status 

• Price behavior  

• Media behavior 

• Brand loyalty 

• … 

Geographic criteria • State 

• Federal state 

• Place of residence 

• Administrative district 

• Purchasing power district 

• Function room 

• Catchment area 

• … 
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Table 15.1 Criteria for customer segmentation (2)

Source: Wirtz (2020a, 2021, 2024)

Type of criterion Differentiation criteria for the digital business consumer 

goods market 

Socio-demographic criteria • Gender 

• Age 

• Family status 

• Profession 

• Education 

• Income 

• Household size / number of children 

• Lifestyle 

• Religion 

• Nationality 

• … 

Psychographic criteria • Personal characteristics 

• Attitude 

• Behavior 

• Expected benefits 

• Usage rate 

• Usage status 

• Risk appetite 

• … 

Behavior-based criteria • Usage rate 

• Usage status 

• Price behavior  

• Media behavior 

• Brand loyalty 

• … 

Geographic criteria • State 

• Federal state 

• Place of residence 

• Administrative district 

• Purchasing power district 

• Function room 

• Catchment area 

• … 



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 385

Fig. 15.20 Competitive forces in the digital business 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 15.21 SWOT analysis for Amazon 

Source: Wirtz (2010b, 2021, 2024)
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Table 15.2 Competitive strategies in digital business (1) 

Source: Wirtz (2020a, 2021, 2024)

Strategy Key aspects Revenue generation Success factors Examples 

Service leader 

 

• Very high customer 

focus / customer 

orientation 

• Reliable service 

provision 

• Service orientation as a 

core competence 

• User-oriented breadth 

and depth of the offer 

• … 

• Direct revenues 

through value-added 

services 

• Pay-for-performance 

• User fees 

• Setup fees 

• Basic fees 

• … 

• Service reliability 

• Service expertise 

• Understanding of the 

service provider 

• Service responsiveness 

• … 

• Share-

now.com 

• Deliveroo.com  

• … 

Quality leader 

 

• Focus on the value of 

the range of services 

• Focus on the range of 

services 

• Brand image premium 

quality 

• Focus on process, 

product, and service 

quality 

• Breadth and depth of 

qualitative offers 

• … 

• Transaction revenues 

• Connection fees 

• User fees 

• Setup fees 

• Basic fees 

• Ad Sales 

• Big Data / data mining-

revenues 

• … 

• Realization of premium 

prices through 

performance 

advantages 

• Customer-oriented 

quality development 

and –planning 

• Continuous quality 

improvement 

• Quality-oriented 

organizational practices 

• … 

• Google. 

com 

• Sap.com 

• … 

Price leader 

 

• Scale and alliance-

oriented business 

model 

• Differentiation via the 

lowest / best price 

• Coincidence with cost 

leadership 

• Focus on cost reduction 

• No-frills concepts 

• … 

• Transaction revenues 

• Connection fees 

• User fees 

• Setup fees 

• Basic fees 

• … 

• Consistent exploitation 

of cost reduction 

• High market shares 

• Efficient use of cost 

degression effects due 

to large quantities 

• … 

• Mintmobile. 

com 

• Xfinity.com 

• … 

Assortment 

leader 

• Focus on the most 

diversified range of 

products and services 

in order to address a 

large number of 

different target groups 

• „Long tail“ effect 

• … 

• Transaction revenues 

• User fees 

• Basic fees 

• Ad sales 

• … 

• Broad and deep 

product range 

• Consideration of the 

needs of different (also 

smaller) target groups / 

customer segments 

• Variable and multi-

faceted customer 

approach 

• … 

• Amazon. 

com 

• Spotify. 

com 

• Netflix. 

com 

• … 

Personalization 

leader 

• Distinguished by a high 

degree of user-defined 

and customizable offers 

• Individual customer 

approach and 

orientation 

• Individual / group data 

mining 

• … 

• Transaction revenues 

(individual prices) 

• … 

• Provision of customer-

oriented product / 

service configurators 

• Effective exploitation of 

technological 

opportunities in the 

configuration of 

products and services  

• … 

• Mymuesli.com 

• Nike.com/nike-

by-you 

•  … 
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Table 15.2 Competitive strategies in digital business (2) 

Source: Wirtz (2020a, 2021, 2024)

Assortment 

leader 

• Focus on the most 

diversified range of 

products and services 

in order to address a 

large number of 

different target groups 

• „Long tail“ effect 

• … 

• Transaction revenues 

• User fees 

• Basic fees 

• Ad sales 

• … 

• Broad and deep 

product range 

• Consideration of the 

needs of different (also 

smaller) target groups / 

customer segments 

• Variable and multi-

faceted customer 

approach 

• … 

• Amazon. 

com 

• Spotify. 

com 

• Netflix. 

com 

• … 

Personalization 

leader 

• Distinguished by a high 

degree of user-defined 

and customizable offers 

• Individual customer 

approach and 

orientation 

• Individual / group data 

mining 

• … 

• Transaction revenues 

(individual prices) 

• … 

• Provision of customer-

oriented product / 

service configurators 

• Effective exploitation of 

technological 

opportunities in the 

configuration of 

products and services  

• … 

• Mymuesli.com 

• Nike.com/nike-

by-you 

•  … 

Information 

leader 

• Dominant position 

regarding the 

completeness, 

relevance and 

credibility of the 

information provided 

• Focus on accessibility, 

security and usability of 

information 

• … 

• User fees (in the form 

of pay-per-use) 

• Basic fees (in the form 

of subscriptions) 

• Ad Sales 

• … 

• Effective and efficient 

provision of informative 

content 

• Customer-centered/ 

personalized 

information offer 

• Use of different 

distribution media 

(multichannel) 

• … 

• Reuters. 

com 

• Dpa.com 

• … 

Communication 

leader 

• Focus on the 

communication with 

customer/stakeholder 

groups 

• Communication 

touchpoints 

• Customer/user 

interface forms 

• … 

• Ad Sales 

• Big data / data mining-

revenues 

• … 

• User-oriented design of 

the graphical user 

interface 

• Multiple 

communication 

• Guarantee of data 

security 

• High communication 

responsiveness 

• … 

• Twitter. 

com 

• YouTube. 

com 

• … 
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Table 15.2 Competitive strategies in digital business (3) 

Source: Wirtz (2020a, 2021, 2024)

Interaction 

leader 

• Focus on interactive 

customer needs 

• Manage the 

interactions of third-

party vendors and 

multiple customers 

• Traditional providers 

are forced to buy 

information from the 

interaction leader 

• … 

• Commissions 

• … 

• Effective and efficient 

handling of the service 

relationship between 

third-party providers 

and their customers 

• Provision and 

development of 

interaction-oriented 

interfaces 

• Achieving high market 

shares 

• … 

• Uber.com 

• Airbnb.com 

• … 

Cooperation/ 

network leader 

• Control and mediation 

competence in 

cooperative networks 

• Focus on 

interorganizational 

relationships 

• Creating the 

opportunity of 

informational exchange 

in cross-organizational 

networks 

• … 

• Ad Sales 

• Big Data / data mining 

revenues 

• Basic fees (for premium 

users/professional 

users) 

• … 

• Demand-oriented 

provision and 

development of 

effective and efficient 

cooperation platforms  

• Design of the 

cooperation interfaces 

• Ensuring the 

accessibility and 

security of the network 

• … 

• Dropbox. 

com 

• Google. 

com/drive 

• … 

Scale leader • Mass market focus 

• High degree of 

automation in services 

and production  

• High economies of 

scale and scope 

• Production volume 

increases faster than 

production costs 

• … 

• Transaction revenues 

• Basic fees 

• License fees 

• … 

• Consistent exploitation 

of cost reduction 

potentials 

• High market shares 

• Efficient use of cost 

degression effects due 

to large quantities 

• Broad and deep 

product range 

• …  

• Microsoft.com/

en-

us/windows/ 

• Sap.com/prod

ucts/crm/servic

e-cloud/ 

• … 

Innovation 

leader 

• High degree of 

creativity and 

innovative power 

• Innovation advantages 

• First-to-market strategy 

• First-mover advantage 

• … 

• Transaction revenues 

• User fees 

• Patent / licence fees 

• … 

• Innovation-oriented 

organizational practices 

• Customer-oriented 

innovations 

• Promotion of 

innovation 

• High R&D share 

• Innovation 

cooperations 

• … 

• Apple.com 

• Tesla.com 

• … 
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Fig. 15.22 Strategy in digital business 

Source: Wirtz (2020a, 2021, 2024)
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Fig. 15.23 Digital business strategy evaluation matrix 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 15.24 Digital business implementation phases 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 15.25 Success factors of digital business strategy implementation 

Source: Wirtz (2000a, 2021, 2024)
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Fig. 15.26 Ideal digital business strategy implementation plan 

Source: Wirtz (2010b, 2021, 2024)
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Fig. 15.27 Digital business key profitability indicators  

Source: Wirtz (2010a, 2021, 2024)
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Chapter 15 Questions and topics for discussion 

Source: Wirtz (2024)
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3. Debate whether the innovation strategy is the most important 

competitive strategy and which advantages and disadvantages a 

systematic innovation strategy has.

Topics for discussion
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Chapter 16: Digital Transformation and Digital 

Organization 
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Fig. 16.1 Digital transformation pyramid 

Source: Wirtz (2020, 2021, 2022, 2024)
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Table 16.1 Selected definitions of digital transformation 

Source: Wirtz (2020, 2021, 2022, 2024)

Author(s) Definition 

Capgemini Consulting 

(2011) 

“Digital transformation (DT) – the use of technology to radically 

improve performance or reach of enterprises – is becoming a 

hot topic for companies across the globe. Executives in all 

industries are using digital advances such as analytics, mobility, 

social media and smart embedded devices – and improving their 

use of traditional technologies such as ERP – to change 

customer relationships, internal processes, and value 

propositions.” 

Bouée and Schaible 

(2015) 

We understand digital transformation as the consistent 

interconnectedness of all industrial sectors and the adaptation 

of the actors to the new conditions of the digital economy. 

Decisions in interconnected systems include the data exchange 

and analysis, the calculation and evaluation of options as well as 

the initiation of actions and consequences.* 

Berghaus and Back (2016) 

“Digital transformation is a technology-induced change on 

many levels in the organization that includes both the 

exploitation of digital technologies to improve existing 

processes, and the exploration of digital innovation, which can 

potentially transform the business model.” 

Schwertner (2017) 

“Digital Business Transformation is the application of technology 

to build new business models, processes, software and systems 

that results in more profitable revenue, greater competitive 

advantage, and higher efficiency. Businesses achieve this by 

transforming processes and business models, empowering 

workforce efficiency and innovation, and personalizing 

customer/citizen experiences.” 

Kofler (2018) 

From a societal perspective, the digital transformation is 

omnipresent and affects every individual - it is irrevocable. We 

are all affected and actively drive this continuous change in 

different roles (for instance as customers, developers, 

employees, scientists) without any foreseeable end.* 
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Definition of Digital Transformation  

Source: Wirtz (2020, 2021, 2022, 2024)

Definition of Digital Transformation (Wirtz 2020,2021,2022,2024)

Digital transformation represents the fundamental change and transformation of

economy and society towards a digital-based economic and social system. In this

process, all economic and social structures and processes are significantly

supported and shaped by digital technologies with the aim of improving their

efficiency and effectiveness at a higher level of welfare.
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Fig. 16.2 Phases of digital development and transformation 

Source: Wirtz (2020, 2021, 2022, 2024)
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Fig. 16.3 5-Component Model of Digital Transformation 

Source: Wirtz (2024)
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Table 16.2 Definitions of digital leadership

Source: Wirtz (2020, 2021, 2022, 2024)

Author(s) Definition 

Buhse (2012) 

Digital Leadership as a form of management that not only 

masters the old management basics, but is also able to abstract 

old leadership concepts and recipes for success, compare them 

with the new values and success models from the digital world 

and then use them (two-handed leadership). In addition to their 

traditional role, digital leaders are also required to act as 

moderators, bridge builders and organizers of networks.* 

El Sawy et al. (2016) 

“We define digital leadership as doing the right things for the 

strategic success of digitalization for the enterprise and its 

business ecosystem.” 

Petry (2018) 

“The five characteristics of network, openness, participation, 

agility plus trust form the so called NOPA+ model of digital 

leadership.” 

Hensellek (2019) 

Digital leadership is a reciprocal concept that is not only tied to 

top management positions in the sense of a top-down 

approach, but also refers to the active involvement of employees 

at lower hierarchical levels.* 

Doyé (2018) 

Digital leadership means using the collective intelligence of 

employees and peers (swarm intelligence) with decentralized 

leadership.* 

* Translated 



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 404

Definition of Digital Leadership   

Source: Wirtz (2020, 2021, 2022, 2024)

Definition of Digital Leadership (Wirtz 2020,2021,2022,2024)

Digital leadership characterizes the leadership of organizational systems and

actors based on the comprehensive application of digital technologies. Specific

features of digital leadership are high agility, networking, participation, flexibility

and responsiveness to external environmental and internal organizational

changes. The objective of digital leadership is to achieve greater effectiveness and

efficiency in business activities.
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Fig. 16.4 Traditional leadership vs. digital leadership 

Source: Wirtz (2020, 2021, 2022, 2024)
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Table 16.3 Selected definitions of digital/virtual organization  

Source: Wirtz (2020, 2021, 2022, 2024)

Author(s) Definition 

Wirtz (1995) 

A virtual organization can be understood as a temporary 

network of independent companies (suppliers, co-producers, 

distributors, but also customers or competitors), which is linked 

via modern information and communication technologies in 

order to transfer knowledge (know-how), supplement skills and 

share costs to open up new product areas and markets.* 

Mertens and Faisst (1996) 

A virtual company is based on a network of companies that 

quickly join forces (dynamic configuration and reconfiguration) 

to take advantage of a competitive opportunity.* 

Picot et al. (1998) 

The virtual enterprise presents itself as a dynamic network. [...] 

Virtual enterprises are created through the networking of 

location-distributed organizational units that are involved in a 

coordinated value-added process based on the division of 

labor.* 

Rouse (2011) 
“A digital enterprise is an organization that uses technology as 

a competitive advantage in its internal and external operations.” 

Accenture Consulting 

(2017) 

“A digital enterprise is connected and dynamic, flexible enough 

to embrace continuous change. It uses connected platforms, 

analytic insights, collaboration and modular operating models 

to increase productivity, speed and responsiveness while putting 

customers at the center of whatever it does.” 

Snow et al. (2017) 

“A fully digital enterprise is a powerful combination of people, 

technology, and organizing ability that is well suited to today‘s 

economic and social environment.” 

* Translated 
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Definition of Digital Organization   

Source: Wirtz (2020, 2021, 2022, 2024)

Definition of Digital Organization (Wirtz 2020,2021,2022,2024)

The digital organization is an organization that is supported by digital information

technologies in all essential areas of business activities and digitizes all core

business processes. It thus has a digital-organizational end-to-end structure

(value-added organization from the supplier interface to the customer interface).

The digital organization uses digital technologies to achieve a sustainable,

technology-based competitive advantage.
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Fig. 16.5 Development stages of digital organizations 

Source: Wirtz (2020, 2021, 2022, 2024) Degree of Innovation
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Fig. 16.6 Organizational and technological characteristics of the different 

development stages of digital organizations (1) 

Source: Wirtz (2020, 2021, 2022, 2024)

Traditional Analog 

Organization

• Primary organization

• Single-line or multi-

line system

• Strong hierarchy

• Analog mindset

• Analog business model

• Central responsibility

• Process orientation

• Low integration or 

participation of 

users/customers

• Concentration of 

specialists

• Silo thinking

• Formal vertical

communication

• Superior as sole

directional control

• Leadership and 

management in the 

sense of instruction 

and supervision

• Reactive culture

• …

• Analog data

• Simple ICT 

technologies

• Analog signal

transmission

• Simple desktop

technology

• Fax

• Telephone

• Printer

• …

Initially Digitized

Organization

• Secondary 

organization that 

completes/ transcends 

hierarchies

• Line-and-staff system

• Focus on process

standardization

• Development culture

• Establishment of 

intensive feedback 

loops

• Relatively flat 

hierarchies

• Focus on 

organizational stability

• Low digital action, 

reaction and 

interaction capability

• Responsible employees

• Short and frequent 

communication cycles

• Culture of cooperation

• Manager as moderator 

between analogue and 

digital technologies

• …

• Electronic data

processing

• Data centers

• Computer

• Internet

• Email

• Floppy disks

• CDs

• …

Partially Integrated 

Digital Organization

• Flat organizational

structure

• Flat hierarchies

• Partially digitized

business model

• Digital integration and 

participation of 

users/customers

• Focus on process

optimization

• Data based decision

making

• Moderate digital 

action, reaction, and 

interaction ability

• Electronic/digital 

collaboration

• Decentralized

responsibility

• Supervisor as digital 

conveyor and enabler

• Proactive

organizational culture

• Open informal and 

self-organized teams

• …

• Big data

• Predictive analytics

• Computer-computer 

connection / cross

communication (peer-

to-peer-architecture)

• In-memory-computing

• Electronic 

collaboration Tools 

(Cisco Webex)

• Videotelephony

• Broadband Internet

• …

Fully Integrated 

Digital Organization

• Digital network

organization

• Digital mindset / 

digital organizational 

culture

• Digital business

model/digital twin

• Big data-based 

business activities and 

processes

• Digital value chains

• Digital interfaces

• Digital cross-functional

connections

• High digital action, 

reaction, and 

interaction capability

• Digital transparency

• Digitally based

user/customer

orientation

• Focus on digital 

process automation

• Digital collaboration

• Use of agile methods

• Digital flexibility and

agility

• Self-learning

organization

• Autonomous digital 

teams

• …

• Cloud/edge computing

• Machine learning

• Internet of things

• Blockchain technology

• Virtual, augmented, 

and mixed reality

• Artificial intelligence/ 

augmented intelligence

• Hyper automation

• Robotics

• Neuromorphic

hardware

• Brain-computer 

interfaces

• Cyber security

applications

• Quantum computing

• …

T
e
c
h

n
o

lo
g

ic
a
l 
C

h
a
ra

ct
e
ri

st
ic

s
O

rg
a
n

iz
a
ti

o
n

a
l
C

h
a
ra

ct
e
ri

st
ic

s



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 410

Fig. 16.6 Organizational and technological characteristics of the different 

development stages of digital organizations (2)

Source: Wirtz (2020, 2021, 2022, 2024)
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Table 16.4 Digital technologies, instruments, and methods in digital organizations

(1) 

Source: Wirtz (2020, 2021, 2022, 2024)

Digital Technologies, 

Instruments and Methods 
Description 

Percentage of Use in 

Successful Digital 

Organizations 

 

Conventional Web 

Technologies 

• Active use of websites or 

online applications 

• Provision of websites and 

online applications 

• HTML 

• JavaScript 

• … 

 

 

Cloud-based Services 

• Use of external storage 

capacities 

• Use of external computing 

power 

• Use of external software 

• Flexible and location-

independent access to 

data, software, and 

computing power 

• … 

 

 

Mobile Internet 

Technologies 

• Location-independent 

access to nearly all 

contents of the Internet 

• High data transfer rates 

through 5G technology 

(10 gigabit per second) 

• … 
 

 

Big Data and Big Data 

Architecture 

• Effective and efficient 

analysis and processing of 

large, complex, and partly 

unstructured data sets 

• Data-based decision 

making 

• … 

 

 

Internet of Things 

• Interconnectedness of 

different physical and 

virtual objects via the 

Internet 

• The objects can 

communicate and interact 

autonomously via the 

Internet 
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Table 16.4 Digital technologies, instruments, and methods in digital organizations

(2) 

Source: Wirtz (2020, 2021, 2022, 2024)
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Table 16.4 Digital technologies, instruments, and methods in digital organizations

(3) 

Source: Wirtz (2020, 2021, 2022, 2024)
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Table 16.5 Selected definitions of digital/virtual teams

Source: Wirtz (2020, 2021, 2022, 2024)

Author(s) Definition 

Jarvenpaa and Leidner 

(1999) 

“A virtual team is an evolutionary form of a network 

organization (Miles and Snow 1986) enabled by advances in 

information and communication technology.” 

Zaccaro and Bader (2003) 

“The ”virtual” team is another phrase that has recently entered 

prominently into our leadership lexicon. The term “virtual” is 

misleading because it suggests a degree of unreality, as if such 

teams exist only in the nether world of electrons. These are real 

teams having all of the characteristics, demands, and challenges 

of more traditional organizational teams. The differences reside 

in two key features. First, members of these new forms of 

organizational teams either work in geographically separated 

work places, or they may work in the same space but at different 

times. Still other teams have members working in different 

spaces and time zones, as is the case with many multinational 

teams. The second feature is that most, if not all, of the 

interactions among team members occur through electronic 

communication channels.” 

Hertel et al. (2004) 

“[…] virtual teams consist of two or more persons who 

collaborate to achieve common goals, while (at least) some of 

the team members work at different locations (or times) so that 

communication and coordination is predominantly based on 

electronic communication media (email, fax, phone, video 

conference, etc.).” 

Malhotra et al. (2007) 

“Virtual teams are teams whose members are geographically 

distributed, requiring them to work together through electronic 

means with minimal face-to-face interaction.” 

Hewitt (2013) 

“Digital teams are responsible for developing, testing, and 

implementing a strategy to reach and engage target audiences 

through digital channels like web, mobile, and social.” 
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Definition of Digital Teams   

Source: Wirtz (2020, 2021, 2022, 2024)

Definition of Digital Teams (Wirtz 2020,2021,2022,2024)

A digital team is a working group of employees supported by digital information

technologies in all essential areas of work and business activity, and in which all

essential business work processes are digitized. At the core of the digital team are

digital working environments and platforms that enable agile and flexible

collaboration regardless of time, location or people. Employees can work together

interactively, simultaneously and in real time to complete tasks by means of digital

technologies. Digital teams aim at achieving sustainable technology-based

efficiency and effectiveness at the work level.
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Fig. 16.7 Development stages of digital teams 

Source: Wirtz (2020, 2021, 2022, 2024)
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Table 16.6 Selected agile methods for digital teams (1)  

Source: Wirtz (2022, 2024)

Method Concept Main Aspects 

Design 

Thinking 

Design thinking is based on the 

assumption that problems can be 

solved better by interdisciplinary 

teams. The design thinking process 

can be divided into six phases, which 

are worked on in an interdisciplinary 

way and mostly in digital teams: 

Understand, Observe, Define, Idea 

generation, Prototype, Test. These 

phases can be worked through 

linearly or iteratively. Visualization 

usually takes place in digital form and 

enables work in digital teams. 

• Interdisciplinary approach 

• Fostering collaborative creativity 

• User/customer centricity 

• Digital visualization of phases 

• Digital collaboration of the team 

• … 

 

Scrum 

Scrum is an iterative method of 

product development. Within fixed 

periods of time (sprints), a team 

develops solutions to requirements 

that are specified by a product owner 

with the support of a Scrum master. 

At the end of the sprint, the team, 

product owner, and Scrum master 

evaluate which solutions are mature 

and which solutions need further 

development. The next sprint then 

begins. Scrum is often used in the 

digital context. 

• Iterative method of product 

development  

• Within a defined period (sprint), 

a team develops solutions to 

requirements of the product 

owner 

• After evaluation of the result, the 

next sprint starts  

• Scrum enables digital planning 

and the use of digital teams 

• … 

Kanban 

Kanban is based on the assumption 

that tasks should be broken down 

into manageable subtasks. These 

subtasks are processed according to 

a defined schedule. Often, the 

number of subtasks that can be 

processed simultaneously is limited. 

This planning process is often 

visualized in digital formats and 

enables working in virtual teams. 

• Breakdown of tasks into 

subtasks 

• Limitation of tasks that can be 

processed simultaneously 

• Digital visualization of the 

subtasks 

• Digital collaboration of the team 

… 

Business 

Model 

Canvas 

The basic idea of the Business Model 

Canvas is that a business model can 

be efficiently developed based on 

nine fields: Customer Segments, 

Value Propositions, Channels, 

Customer Relationships, Revenue 

Streams, Key Resources, Key 

Activities, Key Partners, and Cost 

Structure. The most important 

aspects are assigned to these fields in 

bullet points. This approach makes it 

easy to compare different variants 

• Breakdown of the key aspects of 

a business idea into nine areas 

• Representation of the aspects 

within the nine fields 

• Evaluation and further 

development of ideas based on 

visualization 

• Digital visualization 

• Digital collaboration 

• … 
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Table 16.6 Selected agile methods for digital teams (2)  

Source: Wirtz (2022, 2024)

Kanban 

Kanban is based on the assumption 

that tasks should be broken down 

into manageable subtasks. These 

subtasks are processed according 

to a defined schedule. Often, the 

number of subtasks that can be 

processed simultaneously is 

limited. This planning process is 

often visualized in digital formats 

and enables working in virtual 

teams. 

• Breakdown of tasks into 

subtasks 

• Limitation of tasks that can be 

processed simultaneously 

• Digital visualization of the 

subtasks 

• Digital collaboration of the 

team 

… 

Business 

Model 

Canvas 

The basic idea of the Business Model 

Canvas is that a business model can 

be efficiently developed based on 

nine fields: Customer Segments, 

Value Propositions, Channels, 

Customer Relationships, Revenue 

Streams, Key Resources, Key 

Activities, Key Partners, and Cost 

Structure. The most important 

aspects are assigned to these fields in 

bullet points. This approach makes it 

easy to compare different variants 

and identify overlaps. Ideas can be 

visualized, discussed, developed, and 

evaluated in digital teams using this 

approach. 

• Breakdown of the key aspects of 

a business idea into nine areas 

• Representation of the aspects 

within the nine fields 

• Evaluation and further 

development of ideas based on 

visualization 

• Digital visualization 

• Digital collaboration 

• … 

Rapid 

Prototyping 

As part of the rapid prototyping 

process, a minimum viable product, 

i.e. the first minimally functional 

iteration of a product, is first 

developed. This minimum viable 

product is made available to selected 

customers. The feedback received 

flows directly into further product 

development. The advantage of this 

method is faster product 

development. Rapid prototyping is 

used in particular in the digital 

context. 

• Development of a minimal viable 

product 

• Use of feedback for further 

development 

• Reduced development time 

• … 

Hackathons 

Rapid development of a prototype 

(usually within a period of a few 

days). This method is used especially 

in the field of information and 

communication technologies. 

Meetings often take place in digital 

form. 

• Development of a prototype 

within a short time 

• Use of information and 

communication technologies for 

digital collaboration 

• … 
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Fig. 16.8 Structure and process of the Scrum method  

Source: Wirtz (2022, 2024)
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Chapter 16 Question and topics for discussion   

Source: Wirtz (2024)
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Chapter 17: Digital Marketing and Electronic 

Commerce
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Fig. 17.1 Core aspects of digital marketing strategy development 

Source: Wirtz (2021, 2024)
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Fig. 17.2 Exemplary digital marketing goals 

Source: Wirtz (2021, 2024)
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Fig. 17.3 Customer Model of Determinants of Customer Value

Source: Wirtz (2005a, 2021, 2024)
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Fig. 17.4 Potential market segmentation criteria

Source: Wirtz (2005b, 2021, 2024)
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Fig. 17.5 Measurement of customer value 

Source: Wirtz (2005b, 2021, 2024)
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Fig. 17.6 Digital marketing strategies 

Source: Wirtz (2008, 2021, 2024)
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Fig. 17.7 Different types of market development 

Source: Wirtz (2008, 2012, 2024)
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Fig. 17.8 Digital marketing evaluation matrix 

Source: Wirtz (2013a, 2021, 2024)
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Definition of Distribution Management    

Source: Wirtz (2001a, 2024)

Definition of Distribution Management (Wirtz 2001a, 2024)

The term distribution management refers to the totality of all measures that serve

to provide the products and services of a company in such a way that these meet

the needs of the demanders in spatial, temporal, quantitative and qualitative

terms.
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Fig. 17.9 Traditional value chain of distribution

Source: Wirtz (2020b, 2021, 2024)
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Definition of Digital Distribution   

Source: Wirtz (2001a, 2021, 2024)

Definition of Digital Distribution (Wirtz 2001a, 2021, 2024)

Digital distribution refers to the exercise of value-adding activities in the

distribution value chain in a digital distribution channel. While digital distribution

in the strict sense describes the digital provision or transfer of a good to the

customer, digital distribution in a broader sense pertains to a situation in which

the exchange of information and ordering takes place digitally, but the provision

of the goods occurs by physical means.
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Fig. 17.10 Direct and indirect sales 

Source: Wirtz (2020b, 2021, 2024)
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Fig. 17.11 Multichannel strategy IKEA 

Source: IKEA (2023), Wirtz (2024)
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Fig. 17.12 Development trend of intermediation

Source: Wirtz (2020a, 2021, 2024)
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Fig. 17.13 Substitution relationship between physical and digital distribution  

Source: Wirtz (2020b, 2021, 2024)
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Fig. 17.14 Development of physical vs. digital distribution in the global recorded 

music industry   

Source: IFPI (2023), Wirtz (2024)
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Fig. 17.15 Business actors of digital distribution

Source: Wirtz (2020b, 2021, 2024)
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Fig. 17.16 Value-added chain of digital distribution

Source: Wirtz (2001a, 2024)
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Fig. 17.17 Service-channel diversification model (SCD model)

Source: Wirtz (2013a, 2021, 2024)
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Fig. 17.18 Customer touchpoints management 

Source: Wirtz (2005b, 2021, 2024)
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Fig. 17.19 Digital business multichannel strategy framework 

Source: Wirtz (2013a, 2021, 2024)
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Fig. 17.20 Strategic multichannel marketing process 

Source: Wirtz (2008, 2021, 2024)
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Fig. 17.21 Historical development of shopping opportunities in the Otto Group 

Source: Wirtz (2010, 2022b, 2024)
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Fig. 17.22 Otto Group’s segments 

Source: Wirtz (2010, 2022b, 2024)
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Fig. 17.23 Revenue and employee structure of the Otto Group 

Source: Otto Group (2023a), Wirtz (2024)
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Definition of Digital Pricing Wirtz   

Source: Wirtz (2010, 2021, 2024)

Definition of Digital Pricing Wirtz (Wirtz 2010, 2021, 2024)

Digital pricing refers to the deliberate setting and continuous management of

prices within digital markets.
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Fig. 17.24 Types of digital pricing

Source: Wirtz (2021, 2024)
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Fig. 17.25 Performance-based price differentiation in digital business

Source: Cloud (2023),  Wirtz (2024)
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Fig. 17.26 Types of price building 

Source: Wirtz and Olderog (2001), Wirtz (2024)
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Fig. 17.27 Bundling of services in digital business

Source: Google Workspace (2023), Wirtz (2024)
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Table 17.1 Functions of auctions

Source: Wirtz (2000c, 2024) 

Coordination function Auctions determine market clearing prices that coordinate 

supply and demand so that all products are sold. 

Pricing function Auctions can also determine prices for goods that are rarely 

traded, such as antiques, without relying on estimates. 

Allocation function Auctions can serve as an allocation mechanism for products 

that are difficult to market, such as remaining seats on a 

scheduled flight. 

Distribution function Auctions are suitable for attracting a large number of bidders 

and thus represent a separate distribution channel, which in 

some cases reaches new customer groups. 
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Definition of Product and Program Policy    

Source: Wirtz (2001a, 2024)

Definition of Product and Program Policy (Wirtz 2001a, 2024)

Product and program policy is the entirety of all decision-making activities relating

to the market-oriented design of the services offered in the sales market, both at

the product and at the program level.
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Definition of Digital Product and Program Policy    

Source: Wirtz (2001a, 2021, 2024)

Definition of Digital Product and Program Policy (Wirtz 2001a, 2021, 2024)

Digital product and program policy involves the use of modern information and

communication technologies, in particular the Internet, in all phases of the

product and program policy.
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Fig. 17.28 Categorization of products and services in digital business

Source: Wirtz (2010, 2021, 2024)
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Fig. 17.29 Value-added services  

Source: Wirtz (2020b, 2021, 2024)
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Fig. 17.30 Action parameters of the product and program policy  

Source: Wirtz (2010, 2021, 2024)
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Fig. 17.31 Phases of the innovation process 

Source: Wirtz (2010, 2024)

Idea generation and 

selection

Product design

and prototyping
Test phase Market launch

• Online creativity 

techniques

• Lead user approach

• Scoring models

• Quality function 

deployment

• Conjoint analysis

• Product tests

• Online market tests

• Digital simulation

• Market introduction 

strategy

• Adoption and 

diffusion models

Innovation process

Selected tools in digital business



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 459

Fig. 17.32 Creativity techniques in digital business 

Source: Mindmeister (2023), Wirtz (2024)

Features Example
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Fig. 17.33 Starting points for product variation and product differentiation  

Source: Wirtz (2010, 2024)
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Fig. 17.34 Selected versioning possibilities of digital products  

Source: Wirtz (2010, 2021, 2024)
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Fig. 17.35 Internet-based mass customization 

Source: Wirtz (2001a, 2021, 2024)
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Fig. 17.36 Example of a mashup in digital business  

Source: Stadt Speyer (2023), Wirtz (2024)

accommodation booking option integrated into own 

website via booking&more
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Fig. 17.37 Representation of the Communication Model 

Source: Wirtz (2001a, 2024)

• Target Person

• Target Group

Communi-

cation

Message

Communication

Success

Feedback

Coordination Mechanisms / Integration Tools

Receiver

Environmental Situation

Communication Channel 1

Communication Channel 2

Communication Channel n

• Enterprise

• Communicators

Sender



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 465

Definition of Digital Communication in the Marketing Mix     

Source: Wirtz (2001a, 2021, 2024)

Definition of Digital Communication in the Marketing Mix (Wirtz 2001a,

2021, 2024)

Digital communication includes interactive, multifunctional communication using

network-based and electronic communication platforms.
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Fig. 17.38 Characteristics of digital communication 

Source: Wirtz (2010, 2021, 2024)
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Fig. 17.39 Comparison of traditional and interactive communication  

Source: Wirtz (2013a, 2021, 2024)
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Fig. 17.40 Communication process in digital communication  

Source: Wirtz (2013a, 2021, 2024)
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Fig. 17.41 Instruments of digital communication 

Source: Wirtz (2001a, 2021, 2024)
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Fig. 17.42 Search results with advertising via Google 

Source:  Google (2023), Wirtz (2024)
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Fig. 17.43 Targeting process  

Source: Wirtz (2020b, 2021, 2024)
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Fig. 17.44 Targeting methods 

Source: Wirtz (2020b, 2021, 2024)
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Fig. 17.45 Influencer-Communication-Follower (ICF)

Source: Wirtz (2020fb, 2021, 2024)
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Fig. 17.46 PCRI Model of Influencer Marketing 

Source: Wirtz (2020b, 2021, 2024)
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Table 17.2 Types of online advertising (1) 

Source: Wirtz (2010, 2024)

 
Advertising forms Differentiation through 

interactivity and use of 

multimedia 

Advertising integrated 

directly into the content 

site 

• Skyscraper banner 

• Billboard ad 

• Medium rectangle 

• … 

• Static 

• Animated 

• Transactive 

• Rich media 

• Streaming video ads 

• … 

Ad breaks / In-stream ads • Skippable in-stream 

ads 

• Non-skippable in-

stream ads (bumper 

ads) 

• Preceding (pre-roll 

ads) 

• Interruptive (mid-

roll ads) 

• Successive (post-

roll ads) 

• … 

• Call-to-action buttons 

• Sitelink assets 

• Product feeds 

• … 

 

New window ads • Pop-under 

• Shaped pop-ups 

• Microsites 

• Interstitials 

• Superstitials 

• … 

 

• Static 

• Animated 

• Transactive 

• Rich media 

• Streaming spots 

• … 

Layer ads • Floating ads 

• DHTML banner 

• Flash layer 

• Dynamites 

• Mouse over banner 

• Shutter 

• Sticky ads 

• … 

 

• Static 

• Animated 

• Transactive 

• Rich media 

• Streaming layer ads 

• … 

 

Search engine advertising • Text-based 

• Product listing ad 

(PLA) / shopping ad 

• Video (for example 

on YouTube) 

• Static 

• Animated 

• Call-to-action buttons 
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Table 17.2 Types of online advertising (2) 

Source: Wirtz (2010, 2023)

Layer ads • Floating ads 

• DHTML banner 

• Flash layer 

• Dynamites 

• Mouse over banner 

• Shutter 

• Sticky ads 

• … 

 

• Static 

• Animated 

• Transactive 

• Rich media 

• Streaming layer ads 

• … 

 

Search engine advertising • Text-based 

• Product listing ad 

(PLA) / shopping ad 

• Video (for example 

on YouTube) 

• … 

 

• Static 

• Animated 

• Call-to-action buttons 

• Drop-down menus (for 

example opening hours) 

• Google Maps link 

• … 

 

Social media advertising • Text-based 

• Images 

• Videos 

• … 

 

• Like button 

• Share button 

• Comments 

• Call-to-action buttons 

• … 

 

Influencer marketing • Product launch 

• Product test 

• Event hosting 

• Live shopping 

• … 

 

• Like button 

• Share button 

• Comments 

• Call-to-action button 

• Messages 

• … 

 

Advergaming • Download games 

• Plug-in games 

• In-game advertising 

• … 

 

• Video game is always 

interactive multimedia 

experience, yet very different 

quality of implementation 

• Complexity of the digital 

experience 

• Game complexity 

• … 
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Table 17.2 Types of online advertising (3) 

Source: Wirtz (2010, 2023)

 

Advergaming • Download games 

• Plug-in games 

• In-game advertising 

• … 

 

• Video game is always 

interactive multimedia 

experience, yet very different 

quality of implementation 

• Complexity of the digital 

experience 

• Game complexity 

• … 

 

Email • Bulk email 

• Personalized email 

• Newsletter 

• … 

• Static 

• Animated 

• Rich media mail 

• … 
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Definition of Digital Branding 

Source: Wirtz (2020b, 2024)

Definition of Digital Branding (Wirtz 2020b, 2024)

Digital branding comprises the creation, development / expansion and

management of brands on the basis of modern information and communication

technologies.
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Fig. 17.47 Central brand management strategies in digital business

Source: Wirtz (2020b, 2021, 2024)

Frame of Reference for Branding Strategies in Digital Business

Basic 

Conditions

Initial 

Situation
No 

existing 

brand

Existing brand in the offline world

Existence of 

various 

independent 

brands

Type of 

Strategy

Online strategy 

for new brands

Offline/online 

brand 

adaptation 

strategy

Offline/online 

transfer of 

regular brand 

Online brand 

alliance

Character-

istics

• Distinct, 

independent 

digital 

business-

specific brand

• Adaptation/ 

combination 

of existing 

elements of 

traditional 

offline brand

• Supplemen-

tation by new 

Internet-affine 

components

• Complete 

transfer of 

traditional 

offline brand 

to the Internet

• New brand 

emerging from 

brand alliance

• Partial transfer 

of regular 

brand of 

cooperating 

brands

Examples • eBay

• Spotify

• Airbnb

• Nationwide

• Greyhound

• New York 

Times

• Washington 

Post

• Walmart

• Verizon

A B C D

Increased 

competition

Increasing 

digitization

Increasing 

complexity
Dynamic cus-

tomer behavior



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 480

Fig. 17.48 Customer loyalty through digital branding 

Source: Wirtz (2001a, 2024)
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Fig. 17.49 Forms of integration in communication policy 

Source: Wirtz (2010, 2024)
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Fig. 17.50 Navigation and interaction structures of websites 

Source: Wirtz (2020b, 2024)
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Fig. 17.51 Digital brand development process

Source: Wirtz (2001a, 2024)
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Table 17.3 Definitions of customer relationship management

Source: Wirtz (2000c, 2021, 2024)

Author(s) Definition Core Aspects 

Copulsky and 

Wolf (1990) 

Relationship marketing combines elements of general 

advertising, sales promotion, public relations and direct 

marketing to create more effective and more efficient 

ways of reaching customers. It centers on developing a 

continuous relationship with customers across a family 

of related products and services 

Combination of 

marketing instruments 

in order to improve 

customer contact and 

relationship across 

products / services 

Morgan and 

Hunt (1994) 

Relationship marketing refers to all marketing activities 

directed toward establishing, developing and 

maintaining successful relational exchanges 

Initiating, developing, 

and maintaining 

relationships 

Sheth and 

Parvatiyar 

(1995) 

Relationship marketing attempts to involve and 

integrate customers, suppliers and other infrastructural 

partners into a firm's developmental and marketing 

activities 

Involving and 

integrating relationship 

partners in a 

company’s activities 

Heller Baird 

and Parasnis 

(2011) 

Customer relationship management strategy, enabled by 

processes and technologies, is designed to manage 

customer relationships as a means for extracting the 

greatest value from customers over the lifetime of the 

relationship. These strategies typically concentrate on 

the operational responses required to manage the 

customer 

Increasing customer 

value and managing the 

customer 
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Definition of Digital Relationship Management  

Source: Wirtz (2010,2021, 2024)

Definition of Digital Relationship Management (Wirtz 2010, 2021, 2024)

Digital business customer relationship management includes the analysis,

planning, steering and controlling of customer relationships based on information

and communication technology, with the aim to successfully generate value for

the customer and the respective company.
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Fig. 17.52 Target dimensions of customer/user loyalty 

Source: Wirtz (2003, 2021, 2024)
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Fig. 17.53 Digital business customer relationship management process 

Source: Wirtz (2003, 2021, 2024)
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Fig. 17.54 Integrated digital business customer relationship management 

Source: Wirtz (2010, 2021, 2024)
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Fig. 17.55 Measures and instruments of DCRM 

Source: Wirtz (2003, 2021, 2024)
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Fig. 17.56 Performance and control variables of the digital customer relationship 

management process

Source: Wirtz (2003, 2021, 2024)
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Fig. 17.57 Digital Customer Relationship Management at Amazon 

Source: Wirtz (2010, 2024)
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Chapter 17 Questions and topics for discussion 

Source: Wirtz (2024)
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Chapter 18: Digital Procurement 
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Fig. 18.1 Share of companies planning to use digital tools in procurement by 2025

Source:  PricewaterhouseCoopers (2022), Wirtz (2024)
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Definition of Procurement 

Source: Wirtz (2010,2021, 2024)

Definition of Procurement (Wirtz 2010, 2021, 2024)

Procurement involves all activities and processes necessary to supply a

demanding entity with input factors that the buying company (recipient) does not

create itself.
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Fig. 18.2 Intertwining and differentiation of digital procurement and SCM 

Source: Wirtz (2020, 2021, 2024)
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Table 18.1 Definitions of digital procurement

Source: Wirtz (2001, 2021, 2024)

Author(s) Definition 

Bogaschewsky (1999) 

Electronic procurement (EP) ultimately represents a collective 

term for electronically supported procurement, without being 

able to clearly define what is meant by this. There is only 

agreement that the use of Internet-related technologies - 

TCP/IP, HTML, XML - and Internet services such as e-mail, FTP, 

Telnet, newsgroups and the WWW are core elements of EP 

concepts.* 

Wirtz and Eckert (2001) 
In this paper, electronic procurement is understood as Internet-

based procurement.* 

Schubert (2002) 
Electronic Procurement supports a company's relationships and 

processes with its suppliers using electronic media.* 

Wirtz and Kleineicken 

(2005) 

Electronic procurement (short e-procurement) is defined as the 

support of organizational procurement activities through the 

Internet in order to increase procurement success.* 

Papazoglou and Ribbers 

(2006) 

“Electronic Procurement is characterized by the purchase of 

supplies and services over the internet.” 

Meier and Stormer (2012) 

E-Procurement refers to all relationship processes between 

companies and suppliers using electronic communication 

networks. E-Procurement includes strategic, tactical and 

operational elements of the procurement process.* 

Turban et al. (2015) 
“E-procurement (electronic procurement) is the online purchase 

of supplies, materials, energy, work and services.” 

Chaffey et al. (2019) 

“The electronic integration and management of all procurement 

activities, including purchase request, authorization, ordering, 

delivery and payment, between a purchaser and a supplier.” 

*Translated 
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Definition of Digital Procurement 

Source: Wirtz (2001,2021, 2024)

Definition of Digital Procurement (Wirtz 2001, 2021, 2024)

Digital procurement is the integration of network-based information and

communication technology to support operational activities and strategic tasks in

the procurement department of a company. Digital procurement is intended to

improve the effectiveness and efficiency of business activities.
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Fig. 18.3 Development of digital procurement 

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.4 Structural framework of digital procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.5 Strategy/automation potential matrix

Source: Wirtz (2021, 2024)
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Fig. 18.6 Phases of digital procurement

Source: Wirtz (2020, 2021, 2024)
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Fig. 18.7 Analysis phase of procurement 

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.8 Initiation phase of procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.9 Agreement phase of procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.10 Processing and clearing phase of procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.11 Digital procurement appplications and supportive information and 

communication technology

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.12 Interaction typology of digital procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.13 Transaction forms of digital marketplaces

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.14 Orientation of digital marketplaces

Source: Wirtz (2001, 2021, 2024)

Horizontal

• Intersectoral portfolio

• Orientation towards 

functions/processes

• C-product, MRO-product

Vertical

• Intersectoral portfolio

• Orientation towards branches and its 

requirements

• A-, B- and C-products

Branch A

(e.g., steel industry)

Branch B

(e.g., chemical

industry)

Vertical

marketplace A

(e.g., felux.com)

Vertical

marketplace B

(e.g., chemdeals.com)

Function I 

(e.g., MRO)

Function II 

(e.g., temporary work)

Horizontal marketplace I (e.g., alibaba.com)

Horizontal marketplace II (e.g., upwork.com)



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 511

Fig. 18.15 Procurement process optimization through digital procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.16 Advantages of digital procurement (1)  

Source: Wirtz (2020, 2021, 2024)
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Fig. 18.16 Advantages of digital procurement (2)  

Source: Wirtz (2020, 2021, 2024)
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Fig. 18.17 Opportunities and risks of procurement via digital marketplaces

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.18 Evaluation scheme for digital marketplaces

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.19 Scheme of digital procurement implementation

Source: Wirtz (2018, 2021, 2024)
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Fig. 18.20 Analysis phases of digital procurement

Source: Wirtz (2001, 2021, 2024)
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Fig. 18.21 Digital support systems for procurement process

Source: Wirtz (2020, 2021, 2024)
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Chapter 18 Questions and topics for discussion

Source: Wirtz (2024)
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Chapter 19: Digital Business Implementation
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Fig. 19.1 Pre-implementation analysis phase

Source: Wirtz (2015, 2021, 2024)

• Analysis of strengths & weaknesses of current digital business 

offer

• Analysis of opportunities of & threats to digital business offer

• Creating an integrated concept of SWOT

SWOT Analysis

P
re

-I
m

p
le

m
e
n

ta
ti

o
n

 A
n

a
ly

si
s 

P
h

a
se

1

• Selection of best practices of comparable digital business offers

• Benchmarking analysis of digital business offers based on key 

performance criteria

• Development of lessons-learned concept

Benchmarking 

with Best-

Practice Digital 

Business 

Implementation

2

• Analysis of customer demand & preferences through interviews 

& online surveys

• Evaluation of current digital business as well as expectations & 

future demands

• Establishing a concept of market demand & customer 

preferences

Analysis of 

Customer 

Demand and 

Preferences

3

• Integration of SWOT results, best-practice insights & customer 

analysis into a digital business concept

• Potential assessment of shifting offline to online service 

provision & design of future strategy

• Deriving target states with milestone plan for implementing & 

establishing an integrated implementation plan

Digital Business 

Strategy/ 

Concept 

Development

4



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 522

Fig. 19.2 Implementation phase

Source: Wirtz (2015, 2021, 2024)
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Fig. 19.3 Exemplary digital business implementation plan 

Source: Wirtz (2010, 2021, 2022, 2024)
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Fig. 19.4 10-steps of the digital business implementation roadmap

Source: Wirtz (2015, 2021, 2022, 2024)
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Fig. 19.5 Targets of digital business implementation

Source: Wirtz (2021, 2022, 2024)
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Fig. 19.6 Digital Business 3+3 Audit and Evaluation System 

Source: Wirtz and Daiser (2015),  Wirtz (2015, 2021, 2022, 2024)
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Chapter 19 Questions and topics for discussion

Source: Wirtz (2024)
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Chapter 20: Google/Alphabet Case Study 
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Fig. 20.1 Development of Google/Alphabet‘s revenue from 2004 to 2022

Source: Wirtz and Daiser (2015),  Wirtz (2015, 2021, 2022, 2024)
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Fig. 20.2 Google as Internet gatekeeper of information

Source: based on Wirtz (2010, 2021, 2024) and own analysis, estimations, and updates
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Fig. 20.3 Google‘s business model

Source: based on Wirtz (2013a, 2021, 2024)and own analysis, 

estimations, and updates
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Fig. 20.4 Development of Google‘s hybrid business model (1)

Source: based on Wirtz (2010, 2021, 2024) and own analysis, estimations, and updates
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Fig. 20.4 Development of Google‘s hybrid business model (2)

Source: based on Wirtz (2010, 2021, 2024) and own analysis, 

estimations, and updates
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Fig. 20.5 Development of Google/Alphabet‘s revenue

Source: Alphabet (2023) and previous data sets, Wirtz (2024) 
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Fig. 20.6 Google‘s revenue structure

Source: Wirtz (2013c, 2021, 2024)

• Hardware sales

• Transaction charges on the 

Android App Market: PlayStore

• Cost per click

– Keyword advertising

• Cost per view

– YouTube video ads

Direct Revenue Generation Indirect Revenue Generation

• Royalties, for example, fees for using

extended program packages

• AdWords activation fees

• YouTube custom brand channel

Transaction-Dependent

Transaction-Independent



© Bernd W. Wirtz | Digital Business and Electronic Commerce | June 2024 – Page 536

Fig. 20.7 Market share of search engines in the US in July 2020

Source: StatCounter (2023c),  Wirtz (2024)
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Fig. 20.8 Solution method of case studies

Source:  Wirtz (2021, 2024)
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Fig. 20.9 Key aspects, tasks and hints for solution in the Google case study

Source: Wirtz (2013c, 2021, 2024)
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Fig. 20.10 Analysis of Google‘s strengths, weaknesses, opportunities, and threats

Source: based on Wirtz (2013c, 2021, 2024) and own analysis, 

estimations, and updates
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Fig. 20.11 Strategic options for Google based on a SWOT analysis

Source: based on Wirtz (2013c, 2021, 2024) and own analysis, estimations, and updates
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Fig. 20.12 Opportunities for differentiation with regard to revenue generation (1) 

Source: based on Wirtz (2013c, 2021, 2024) and own analysis, estimations, and updates
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Fig. 20.12 Opportunities for differentiation with regard to revenue generation (2) 

Source: based on Wirtz (2013c, 2021, 2024) and own analysis, estimations, and updates
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Chapter 20 Topics for discussion

Source: Wirtz (2024)
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Chapter 21: The Digital Future: A Brief Outlook
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Fig. 21.1 Digital future challenges

Source: Wirtz (2021, 2022, 2024)
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